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EXECUTIVE SUMMARY

The U.S. president who takes office in Jan-
uary 2009 will face a world in which the
danger that terrorists could get and use a
nuclear bomb remains very real. The pur-
pose of this report is to outline the danger
of nuclear terrorism, assess what has

and has not been done to reduce it, and
suggest an agenda of actions that could
reduce the risk dramatically. While the
probability that terrorists could get and
use a nuclear bomb can never be reduced
to zero, the goal must be to get as close to
zero as possible, as quickly as possible.

Terrorists are still seeking nuclear weap-
ons—and al-Qaeda is reconstituting its
ability to plan and conduct complex op-
erations in the mountains of Pakistan. If
a technically sophisticated terrorist group
could get the needed nuclear materials,

it might well be able to make at least a
crude nuclear bomb —capable of turning
the heart of a modern city into smolder-
ing ruins. The horror of a terrorist nuclear
attack, should it ever occur, would trans-
form America and the world —and not for
the better.

But despite substantial progress in im-
proving nuclear security, some stockpiles
of potential bomb material remain dan-
gerously insecure. In Russia, there have
been major improvements in nuclear
security —the difference between the se-
curity in place at many nuclear sites today
and the security in place in 1994 is like
night and day. But Russia has the world’s
largest stockpiles of nuclear weapons and
materials, located in the world’s largest
number of buildings and bunkers; some
serious security weaknesses still remain,
ranging from poorly trained, sometimes
suicidal guards to serious under-funding

of nuclear security; and the upgraded
security systems must face huge threats,
from insider theft conspiracies to terror-
ist groups who have shown an ability to
strike in force, without warning or mercy.
In Pakistan, a relatively small nuclear
stockpile, believed to be heavily guarded,
faces even more severe threats, both from
nuclear insiders with violent Islamic ex-
tremist sympathies and from outsider
attack, potentially by scores or hundreds
of al-Qaeda fighters. Some 130 nuclear
research reactors around the world still
use highly enriched uranium (HEU) as
their fuel, and many of these have only
the most modest security measures in
place—in some cases, no more than a
night watchman and a chain-link fence.

The break-in by armed attackers at the
Pelindaba site in South Africa in No-
vember 2007 —a site with hundreds of
kilograms of weapon-grade uranium—is a
reminder that nuclear security is a global
problem, not just a problem in the former
Soviet Union. And incidents such as the
inadvertent flight of six nuclear warheads
to Barksdale Air Force Base make it clear
that nuclear security requires constant
vigilance, and that every country where
these stockpiles exist, including the
United States, has more to do to ensure
that they are effectively secured.

Programs sponsored by the United States
and other countries are making major
progress in addressing these dangers, rep-
resenting an excellent investment in U.S.
and world security. There is no doubt that
the risk of nuclear terrorism today is sub-
stantially less than it would have been had
these programs never existed. But much
more must be done to reduce the risk.



Tables ES-1, ES-2, ES-3, and ES-4 summa- from vulnerable, difficult-to-defend sites;

rize the current state of progress and the and putting in place the international and
work remaining to be done on improv- domestic policy frameworks needed to
ing security for nuclear warheads and achieve effective and lasting nuclear secu-
materials; consolidating those stockpiles rity worldwide.

into fewer locations and removing them

Table ES-1: Strengthening Nuclear Security: Progress by Category of Country

Category Assessment

Russia Dramatic progress, though major issues remain. Planned U.S.-sponsored security
upgrades for both warhead sites and nuclear material buildings almost complete,
though some warhead sites and material buildings not covered. Inadequate
Russian investment to ensure sustainability, though signs of improvement.
Questions on security culture. Poorly paid and trained conscript guards for
nuclear material. Substantial threats from widespread insider corruption and
theft. Substantial outsider threats as well, though suppressed by counterinsur-
gency in Chechnya.

Developing states with Progress in some areas, not in others. Significant cooperation with Pakistan, but
nuclear weapons specifics classified. Severe threats in Pakistan from nuclear insiders with jihadist
(Pakistan, India, sympathies, al Qaeda or Taliban outsider attacks, and a weak state. India has so far
China, North Korea) rejected nuclear security cooperation. Broad dialogue with China, but little

evidence yet that this has led to substantial improvements on the ground. No
effort yet to engage with North Korea on nuclear security cooperation, but very
small stock and garrison state probably limit risks of nuclear theft.

Developing and transition Some progress. Upgrades completed at nearly all facilities with weapons-usable
non-nuclear-weapon states material in the Eurasian states outside of Russia, and in Eastern Europe. Belarus,
Ukraine, and South Africa have particularly dangerous nuclear material: upgrades
completed in Ukraine (though sustainability is an issue); upgrades nearing
completion after a several-year delay in Belarus; South Africa hosted an IAEA
security review team after the Pelindaba break-in, but has declined nuclear
security cooperation with the United States. Upgrades completed for nearly all
HEU-fueled research reactors that previously did not meet IAEA recommenda-
tions, but most upgrades would not be enough to defend against demonstrated
terrorist and criminal capabilities.

Developed Countries Some progress. Several countries have strengthened nuclear security rules since
9/11. The United States has ongoing dialogues with key countries on nuclear
security, but does not sponsor security upgrades in wealthy countries. Nuclear
security requirements in some countries remain insufficient to protect against
demonstrated terrorist or criminal threats. The Global Initiative to Combat
Nuclear Terrorism and the newly established World Institute for Nuclear Security
(WINS) may provide fora for discussing nuclear security improvements in devel-
oped countries.

United States Substantial progress, though issues remain. DOE has drastically strengthened its
requirements for protecting both nuclear weapons and materials (especially from
outsider attack) since 9/11. NRC has also increased its security requirements,
though requirements for NRC-regulated facilities with large quantities of HEU are
far below those at DOE. NRC-regulated research reactors fueled with HEU remain
exempted from most NRC security requirements.

Source: Author’s estimates.
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Table ES-2: Consolidating Nuclear Stockpiles: Progress by Category of Country

Category Assessment

Russia Limited progress, major obstacles. Nuclear weapon sites reduced during 1980s-
1990s pullbacks - but nuclear weapons continue to be stored at dozens of
separate sites, with no apparent movement toward further consolidation. Russia
has the world’s largest number of HEU-fueled research reactors, and has largely
refused to engage on converting them to Low Enriched Uranium or shutting them
down. The Russian Navy has greatly reduced its sites with HEU, and at least one
facility has given up all its HEU as part of the Materials Consolidation and Conver-
sion program. Russia has closed down nuclear weapons work at several sites, and
some of the remaining sites have moved nuclear material into a smaller number
of buildings. But potential bomb material still exists in over 200 buildings, and the
Russian government appears unwilling to pursue large-scale consolidation.

Developing states with Limited progress — but these countries have small nuclear stockpiles at small
numbers of sites, so less consolidation is needed. China has joined the reactor
conversion effort and has converted three research reactors and shut down one
more. India is planning to convert one HEU-fueled research reactor to LEU
without U.S. help. Growing nuclear arsenals may be stored at larger number of
sites in the future. China and India are both pursuing civilian plutonium programs
that may eventually lead to widespread use of plutonium fuels.

nuclear weapons
(Pakistan, India,
China, North Korea)

Developing and transition Substantial progress, but a great deal more to be done. Global Threat Reduction
non-nuclear-weapon states Initiative has accelerated the pace of converting HEU-fueled research reactors to
LEU and of shipping Soviet-supplied HEU back to secure sites in Russia; the pace of
returning U.S.-supplied HEU has not increased, however. Twelve U.S.-supplied
countries and four Soviet-supplied countries (Latvia, Georgia, Iraq, and Bulgaria)
have had all their HEU removed. Ukraine has a particularly dangerous stockpile of
HEU, which it has agreed in principle to downblend. Belarus and South Africa,
which also have particularly dangerous HEU stockpiles, have not yet agreed to
eliminate those stocks. Reactors in Ukraine and South Africa have been converted
to LEU fuel.

Developed Countries Some progress, but a great deal more to be done. GTRI has accelerated the pace
of converting HEU-fueled research reactors to LEU, and GTRI's “gap materials” effort
has brought tens of kilograms of fresh HEU back to the United States from coun-
tries such as Canada, Belgium, and the Netherlands. Only a small portion of HEU in
these countries is currently targeted for removal, however, and many facilities have
little interest in giving up the use of HEU. No programs are in place to minimize
the locations where plutonium fuels are used, and the current approach to the
Global Nuclear Energy Partnership (GNEP) may have the opposite effect.

United States Substantial progress, though issues remain. U.S. nuclear weapons are now stored
at a small number of sites, though tactical bombs remain at several sites in Europe.
NNSA is funding the conversion to LEU of several U.S. HEU-fueled reactors per
year. DOE is substantially consolidating its sites and buildings with potential
bomb material, though not as quickly or comprehensively as some experts have
recommended. The planned MOX program for plutonium disposition would add a
small number of reactors to sites with material of concern, and the current
approach to GNEP, if funded, could lead to expansion of such sites.

Source: Author’s estimates.
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Table ES-3: Building International Policy Frameworks: Progress by Category of Effort

Category Assessment

Building the sense of Some progress, but major obstacles still to overcome. Global Initiative to Combat
urgency and Nuclear Terrorism and expanded dialogues with foreign intelligence agencies have
helped heighten international awareness of the threat. Many nuclear officials and
policymakers in key countries, however, continue to believe that it would be almost
impossible for terrorists to get the material for a nuclear bomb or to make a bomb from
it if they did get hold of it.

commitment worldwide

Creating a fast-paced Some progress, but important gaps remaining. The Global Initiative to Combat Nuclear
global nuclear security | Terrorism has highlighted the threat with many countries, but has focused more on
issues such as law enforcement, radiation detection, and emergency response. The
Global Partnership Against the Spread of Weapons and Materials of Mass Destruction has
moved slowly and spent very little on upgrading security for nuclear stockpiles. Most
countries with nuclear stockpiles not yet focused on rapidly improving the security for
these stocks and helping other countries to do the same. WINS will help exchange
nuclear security best practices, and may help focus attention on the threat.

campaign

Forging effective Limited progress. Neither the amended physical protection convention nor the nuclear
global nuclear security | terrorism convention set standards for how secure nuclear stockpiles should be. UN
Security Council Resolution 1540 legally obligates all states to provide “appropriate
effective” security and accounting for nuclear stockpiles, but there is no agreed defini-
tion of what essential elements are needed to meet this requirement. Discussions of a
revision to IAEA physical protection recommendations that might provide more specific
standards are under way.

standards

Building strong nuclear | Some progress, more to be done. The Global Initiative to Combat Nuclear Terrorism,
security partnerships co-chaired by the United States and Russia, has put Russia in the role of joint leader of a
global effort, rather than only recipient of assistance. Since the Bratislava summit,
U.S.-Russian discussions have included more genuine exchanges of approaches and best
practices. But souring U.S.-Russian relations in the aftermath of the conflict in Georgia
may make new cooperative agreements and real partnership more difficult to achieve —
though existing nuclear security cooperation has not been cut back. Russia is still
under-investing in nuclear security at home (relying heavily on U.S. funding at many
Russian sites), and refusing to invest in upgrading security or consolidating stockpiles
elsewhere. U.S. decisions on issues such as Georgia, missile defenses in Europe, NATO
expansion, and Kosovo are being taken with limited consideration of the potential
impact on nuclear security cooperation. Efforts to begin building nuclear security
partnerships with other countries are just beginning.

Achieving Significant progress in Russia, limited progress elsewhere. U.S. and Russian governments
Sustainability have reached accord on sustainability principles, are working to lay out sustainability
plans for each site — but Russia still investing less than is likely to be needed. In other
countries, there have been less extensive upgrades and less focus on putting in place the
resources, organizations, and incentives needed to ensure that high levels of nuclear
security are sustained.

Strengthening Some progress in Russia, limited progress elsewhere. U.S. and Russian governments
have established a security culture pilot program at 10 facilities in Russia, and developed
a joint methodology for security culture assessment, but much more remains to be
done. The IAEA’s first document providing guidance on assessing and strengthening
security culture has just been issued, after years of delay. Many nuclear managers and
staff remain convinced that security threats are minimal and further measures are not
required. WINS should provide a forum for exchanging best practices in strengthening
security culture.

security culture

Source: Author’s estimates.
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Table ES-4: Building Domestic Policy Frameworks: Progress by Category of Effort

Category Assessment

Putting someonein
charge

Little progress. Congress passed, and President Bush signed into law, legislation
requiring the appointment of a full-time White House official to lead efforts to
prevent nuclear, chemical, and biological proliferation and terrorism, but no such
official has been appointed.

Developing and
implementing a
comprehensive,
prioritized plan

Little progress. Congress passed, and President Bush signed into law, legislation
requiring the development of a comprehensive plan to ensure that all nuclear
weapons and all stocks of plutonium and HEU worldwide were sustainably
secured against demonstrated terrorist and criminal capabilities by 2012. To date,
however, there is no public indication that the administration will do more than
stapling together the pre-existing plans of various programs focused on nuclear
security, which, even in combination and even if wholly successful, would not
cover all stocks of plutonium and HEU worldwide. The Nuclear Materials Informa-
tion Program is working to collect and analyze the data on nuclear materials and
their security worldwide that would provide the basis for such a plan.

Providing sufficient
resources, matched to
priorities

Significant progress, but more to be done. Spending on programs to reduce the
risk of nuclear terrorism has increased substantially, and money is now a less
important constraint than cooperation for most programs. No consistent process
in place, however, to assign funds to the highest-priority efforts or to reassign
funds as new opportunities arise. Some programs could accelerate progress now
if provided additional funds. If other policies could break through the political
and bureaucratic obstacles to cooperation, more money would be needed to
implement an accelerated program.

Overcoming bureaucratic
impediments

Significant progress, but more to be done. Congress has removed the threat-
reduction certification requirements that slowed progress, and has consolidated
some reporting requirements. Cumbersome contracting procedures, difficulties
between NNSA and DOD and their labs and contractors, and other issues
continue to impede progress.

Building a sustainable
coalition of support

Significant progress, but more to be done. Broad support for most nuclear
security programs on Capitol Hill and from both presidential candidates. But in
many cases, pro-active initiatives still depend on a tiny handful of members of
Congress. Little active support from private industry, as there are no large firms
that get more than a few percent of their revenue from these programs. Broad
public support is unfocused and results in little active pressure for expanded and
accelerated efforts.

Source: Author’s estimates.

This report focuses primarily on efforts to
secure and remove nuclear weapons and
the materials needed to make them, in
order to keep them from being stolen, for
these steps offer the most effective means
to reduce the risk that terrorists will get
and use a nuclear bomb. The complexities

of producing nuclear bomb materials from
scratch are beyond the plausible capabili-
ties of terrorist groups. Hence, if all the
stockpiles produced by states can be reli-
ably kept out of terrorist hands, nuclear
terrorism can be reliably prevented. But
once nuclear material has been stolen,
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it could be anywhere, and all the subse-
quent layers of defense, unfortunately, are
variations on looking for needles in hay-
stacks.

Nevertheless, a comprehensive approach
to reducing the risk of nuclear terror-

ism would also include efforts to block
other steps on the terrorist pathway to the
bomb, including new efforts to disrupt
terrorist nuclear plots and their financ-
ing and recruitment; to interdict nuclear
smuggling; to prevent and deter conscious
state decisions to transfer nuclear weap-
ons or materials to terrorists; to impede
terrorist recruitment of nuclear experts; to
reduce global stockpiles of nuclear weap-
ons and fissile materials, and to end new
production; and to place these stockpiles
under international monitoring.

Quantitative indicators of progress in
securing nuclear stockpiles can never be
more than rough suggestions of the state
of a more complex picture, as difficult-
to-measure questions can also be central
to effective nuclear security, from how
effective the guard force is to the degree
to which the staff at a site cuts corners

on nuclear security rules. Nevertheless,
these indicators make clear that while a
great deal has been accomplished to se-
cure nuclear material around the world,
a great deal more remains to be done. As
of the end of fiscal year (FY) 2008, com-
prehensive security upgrades had been
completed for roughly 75 percent of the
buildings in the former Soviet Union that
contain weapons-usable nuclear material,
and U.S. and Russian experts were rush-
ing to complete agreed upgrades by the
end of 2008. At the same time, however,
while the Department of Energy’s (DOE)
Global Threat Reduction Initiative (GTRI)
has greatly accelerated security upgrades,
conversion to low-enriched uranium, and
HEU removals at HEU-fueled research
reactors, some three-quarters of these

SECURING THE BOMB 2008

facilities have not yet had their HEU re-
moved or had their security upgraded to a
level that would provide effective protec-
tion against demonstrated terrorist and
criminal threats. Figure ES-1 provides a
summary of these quantitative indicators.

Most programs intended to reduce the
risk of nuclear terrorism are constrained
more by limited cooperation (resulting
from secrecy, complacency about the
threat, concerns over national sovereignty,
and bureaucratic impediments) than they
are by limited budgets. Nevertheless,

the fact that the entire budget for all pro-
grams to prevent nuclear terrorism comes
to less than one-quarter of one percent of
the defense budget makes a clear state-
ment about whether this effort is really a
top priority of the U.S. government—and
makes clear that the U.S. government
could easily afford to do more, if more
effort is needed. For FY 2009, the Bush
administration requested $1.083 billion
for all programs to improve controls over
nuclear weapons, materials, and expertise
overseas, an 18 percent reduction from the
FY 2008 appropriation. Several programs,
particularly GTRI, have opportunities to
make more rapid progress if they had ad-
ditional funds: GTRI in particular would
require an increase of $200 million or
more to seize all the opportunities to re-
duce nuclear terrorism risks it now has
available —though managing such a rapid
expansion in the program’s efforts would
be a significant challenge.

PREVENTING NUCLEAR TERRORISM:
AN AGENDA FOR THE NEXT PRESIDENT

Preventing a terrorist nuclear attack must
be a top international security priority —
for the next U.S. president, and for leaders
around the world. While the obstacles to
accelerated and expanded progress are
real and difficult, with sustained high-
level leadership, a sensible strategy, and



Figure ES-5: Progress of U.S.-Funded Programs to Secure Nuclear Stockpiles

Percentages Measure Work Completed Through FY 2008 Completed Through FY 2006 [@e]gaTe][Sit=te B Tale=] 2 @PI0[0]5)

Comprehensive Upgrades on Buildings with Weapons-
Usable Nuclear Material in the Former Soviet Union

At Least Rapid Upgrades on Buildings with Weapons- 85%

Usable Nuclear Material in the Former Soviet Union
Security Upgrades Completed on

Russian Nuclear Warhead Sites

Global HEU-Fueled Research Reactors Upgraded
to Meet IAEA Security Recommendations

75%

65%

90%

0%

Global HEU-Fueled Research Reactors

Upgraded to Defeat Demonstrated Threats 25%

Global HEU-Fueled Research

Reactors With All HEU Removed 25%

Source: Author’s estimates. (See Chapter 3 for details).

adequate resources, they can be overcome.
The next U.S. president has an historic
opportunity —an opportunity to reduce
the danger of nuclear terrorism to a frac-
tion of its current level during his first
term in office.

Achieve effective and
lasting nuclear security

Launch a fast-paced global nuclear secu-
rity campaign. The next U.S. president,
working with other world leaders, should
forge a global campaign to lock down ev-
ery nuclear weapon and every significant
stock of potential nuclear bomb material
worldwide, as rapidly as that can possibly
be done—and to take other key steps to
reduce the risk of nuclear terrorism. This
effort must be at the center of U.S. na-
tional security policy and diplomacy —an
issue to be raised with every country with
stockpiles to secure or resources to help, at
every level, at every opportunity, until the
job is done. The Global Initiative to Com-
bat Nuclear Terrorism is a first step, which
has been valuable in focusing countries’
attention on the issue of nuclear terror-
ism and building legal infrastructure,
capacity for emergency response, law en-
forcement capabilities, and more—but it

20% 40% 60% 80% 100%

has not focused on rapid and substantial
security upgrades for nuclear stockpiles,
and demands little of countries to count as
partners. A modified approach—focused
on locking down all stocks of nuclear
weapons, plutonium, and HEU to high
standards—is likely to be necessary to
create the kind of fast-paced nuclear secu-
rity campaign that is needed. To succeed,
such an effort must be based not just on
donor-recipient relationships but on real
partnerships, which integrate ideas and
resources from countries where upgrades
are taking place in ways that also serve
their national interests. For countries like
India and Pakistan, for example, it is po-
litically untenable to accept U.S. assistance
that is portrayed as necessary because
they are unable to adequately control their
nuclear stockpiles on their own. But join-
ing with the major nuclear states in jointly
addressing a global problem may be po-
litically appealing. U.S.-Russian relations
have gone into a tailspin since the conflict
in Georgia, making a real nuclear security
partnership with Russia far more difficult
to achieve, but no less essential; shared
U.S.-Russian interests in keeping nuclear
material out of terrorist hands remain.
Such partnerships will have to be based
on creative approaches that make it pos-
sible to cooperate in upgrading nuclear

EXECUTIVE SUMMARY
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security without demanding that coun-
tries compromise their legitimate nuclear
secrets. Specific approaches should be
crafted to accommodate each national
culture, secrecy system, and set of circum-
stances.

Seek to ensure that all nuclear weapons,
plutonium, and highly enriched uranium
are secure. Terrorists will get the mate-
rial to make a nuclear bomb wherever it

is easiest to steal. The world cannot af-
ford to let stovepipes between different
programs leave some vulnerable stocks
without security upgrades—the goal must
be to ensure effective security for all stocks
worldwide. Today, security upgrades in
Russia are nearing completion, and there
is significant progress in Pakistan, but the
promising nuclear security dialogue with
China does not yet appear to have led to
major improvements in nuclear security
there, and India has so far rejected offers
of nuclear security cooperation. Upgrades
in Belarus were delayed for years by poor
political relations (though they are now
nearly completed), and South Africa has
not yet accepted nuclear security coop-
eration, despite the break-in at Pelindaba
(although it did host an IAEA-led nuclear
security review team after that incident).
Except for occasional bilateral dialogues,
U.S. programs largely ignore stocks in
wealthy developed countries, though
some of these, too, are dangerously inse-
cure. Sustained high-level leadership is
needed to close these gaps. While specific
tactics are likely to differ—achieving se-
curity upgrades in wealthy countries may
be more about convincing them that ac-
tion is needed than it is about paying for
it ourselves—it is urgent to get past the
assumption that everything in wealthy
countries is adequately secured.

Expand and accelerate efforts to consoli-
date nuclear stockpiles. The next U.S.
president should place higher priority on

SECURING THE BOMB 2008

working with countries to reduce drasti-
cally the number of sites where nuclear
weapons and the materials to make them
exist, achieving higher security at lower
cost. The goal should be to remove all
nuclear material from the world’s most
vulnerable sites and ensure effective se-
curity wherever material must remain
within four years or less—and to eliminate
HEU from all civilian sites worldwide
within roughly a decade. The GTRI has
greatly accelerated the pace at which re-
search reactors are being converted from
HEU to low-enriched uranium (LEU)
that cannot be used in a nuclear bomb,
and the pace of removing HEU from
these sites to secure locations. But here,
too, there are gaps that should be closed.
New incentives should be offered so that
much of the more than 13 tons of U.S.-
origin HEU not covered in current GTRI
removal plans will be sent back or other-
wise eliminated. A new program should
be established to give unneeded reactors
incentives to shut down (an approach
which may be cheaper and quicker than
conversion, especially for difficult-to-
convert reactors). Over time, the United
States should seek an end to all civil use of
HEU. New efforts should be undertaken
to limit the production, use, and stockpil-
ing of weapons-usable separated civilian
plutonium —including renewing the
nearly-completed late-1990s effort to ne-
gotiate a 20-year U.S.-Russian moratorium
on plutonium separation. And as nuclear
energy expands and spreads, the United
States should not encourage that spread
to be based on approaches that involve
reprocessing and recycling of plutonium,
as some of the approaches envisioned in
the Global Nuclear Energy Partnership
(GNEP) would do; even the proposed
GNEP processes that do not separate
“pure plutonium” would tend to increase,
rather than decrease, the risk of nuclear
theft and proliferation compared to not
reprocessing this fuel.



Gain agreement on effective global
nuclear security standards. As nuclear
security is only as strong as its weakest
link, the world urgently needs effective
global nuclear security standards that
will ensure that all nuclear weapons and
weapons-usable materials are protected
against the kinds of threats terrorists and
criminals have shown they can pose —at
a bare minimum, against two small teams
of well-trained, well-armed attackers,
possibly with inside help, as occurred at
Pelindaba. (In some countries, protec-
tion against even more capable threats is
needed.) UN Security Council Resolu-
tion 1540 legally requires all countries to
provide “appropriate effective” security
and accounting for all their nuclear stock-
piles. The time has come to build on that
requirement by reaching a political-level
agreement with other leading states on
what the essential elements of appropriate
effective security and accounting systems
are, and then working to ensure that all
states put those essential elements in
place. Ultimately, effective security and
accounting for weapons-usable nuclear
material should become part of the “price
of admission” for doing business in the
international nuclear market.

Build sustainability and security cul-
ture. If the upgraded security equipment
the United States is helping countries put
in place is all broken and unused in five
years, U.S. security objectives will not be
accomplished. The next U.S. president
should step up efforts to gain top-level
commitments from Russia and other
countries to sustain effective nuclear se-
curity for the long haul with their own
resources. He should also intensify pro-
grams to work with countries around the
world to build strong security cultures,
putting an end to staff propping open
security doors for convenience or guards
patrolling with no ammunition in their
guns. Building strong security cultures
is a difficult policy challenge; the most

important single element is convincing
nuclear managers and all their security-
relevant staff of the urgency of the threat
(see “Leadership and Commitment,”
below). As most nuclear managers only
invest in expensive security measures
when the government tells them they
have to, effective regulation is essential to
effective and lasting security; the next U.S.
president should greatly increase the fo-
cus on ensuring that countries around the
world put in place and enforce effective
nuclear security and accounting regula-
tions.

Beyond nuclear security

Beefing up nuclear security, so that
nuclear material cannot be stolen and

fall into terrorist hands, is the single step
that can most reduce the risk of nuclear
terrorism —the critical chokepoint on the
terrorist pathway to the bomb. Once po-
tential bomb material is outside the gate
of the facility where it is supposed to be,
it could be anywhere, and the difficulty of
stopping a terrorist nuclear plot increases
dramatically. Nevertheless, theft-pre-
vention efforts cannot be expected to

be perfect; an integrated system of ap-
proaches to stopping terrorist nuclear
plots is needed.

Disrupt: counter-terrorism efforts fo-
cused on nuclear risks. The next U.S.
president should work with other coun-
tries to build an intense international
focus on stopping the other elements of

a nuclear plot—the recruiting, fundrais-
ing, equipment purchases, and more that
would inevitably be required. Because of
the complexity of a nuclear effort, these
would offer a bigger and more detectable
profile than many other terrorist con-
spiracies—although, as U.S. intelligence
officials have pointed out, the observable
“footprint” of a nuclear plot might be

no bigger than that of the 9/11 plot. The
best chances to stop such a plot lie not in
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exotic new detection technologies but in

a broad counter-terrorist effort, ranging
from intelligence and other operations to
target high-capability terrorist groups to
addressing the anti-American hatred that
makes recruiting and fund-raising easier,
and makes it more difficult for other gov-
ernments to cooperate with the United
States. In particular, the United States
should work with governments and non-
government institutions in the Islamic
world to build a consensus that slaughter
on a nuclear scale is profoundly wrong
under Islamic laws and traditions (and
those of other faiths) —potentially making
it more difficult for those terrorists want-
ing to pursue nuclear violence to convince
the people they need to join their cause.

Interdict: countering the nuclear black
market. Most of the past successes in
seizing stolen nuclear material have come
from conspirators informing on each other
and from good police and intelligence
work, not from radiation detectors. The
next U.S. president should work with
other countries around the world to inten-
sify police and intelligence cooperation
focused on stopping nuclear smuggling,
including additional sting operations and
well-publicized incentives for informers
to report on such plots, to make it even
more difficult for potential nuclear thieves
and buyers to connect. The United States
should also work with states around the
world to ensure that they have (a) units

of their national police forces trained and
equipped to deal with cases of smuggling
of nuclear materials and weapons-related
equipment, and other law enforcement
personnel trained to call in those units as
needed; (b) effectively enforced laws on
the books and making any participation
in real or attempted theft or smuggling of
nuclear weapons or weapons-usable ma-
terials, or nuclear terrorism, crimes with
penalties comparable to those for murder
or treason; (c) a commitment to catching
and prosecuting those involved in such
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transfers; and (d) standard operating pro-
cedures, routinely exercised, to deal with
materials that may be detected or inter-
cepted. The next U.S. president should
develop an approach that offers a greater
chance of stopping nuclear smugglers at
lower cost than the current mandate for
100 percent scanning of all cargo contain-
ers, focusing on an integrated system that
places as many barriers in the path of
intelligent adversaries attempting to get
nuclear material into the United States by
any pathway as can be accomplished at
reasonable cost, and work with Congress
to get the modified approach approved.
(In particular, it is important to under-
stand that neither the detectors now being
deployed nor the Advanced Spectroscopic
Portals will have any substantial chance
of detecting HEU metal with even modest
shielding.)

Prevent and deter: reducing the risk of
nuclear transfers to terrorists by states.
Conscious state decisions to transfer nu-
clear weapons or materials to terrorists are
a small part of the overall risk of nuclear
terrorism; hostile dictators focused on pre-
serving their regimes are highly unlikely
to hand over the greatest power they

have ever acquired to groups they cannot
control, in ways that might provoke retali-
ation that would destroy their regimes
forever. Nevertheless, this risk is not zero,
and steps should be taken to reduce it fur-
ther. The international community must
convince North Korea and Iran to verifi-
ably end their nuclear weapons efforts
(and, in North Korea’s case, to give up

the weapons and materials already pro-
duced). At the same time, the global effort
to stem the spread of nuclear weapons
should be strengthened significantly, re-
ducing the chances that other states might
someday gain nuclear weapons that might
fall into terrorist hands. The United States
should also put in place the best practi-
cable means for identifying the source of
any nuclear attack—including not just



nuclear forensics but also traditional intel-
ligence and law enforcement means—and
announce that the United States will treat
any terrorist nuclear attack using mate-
rial consciously provided by a state as

an attack by that state, and will respond
accordingly. This should include both
increased funding for R&D and expanded
efforts to put together an international
database of material characteristics. Poli-
cymakers should understand, however,
that nuclear material has no DNA that
can provide an absolute match: nuclear
forensics will complement other sources
of information, but will rarely make clear
where material came from by itself.

Respond: global nuclear emergency re-
sponse. The next U.S. president should
work with other countries to ensure that
an international rapid-response capabil-
ity is put in place—including making all
the necessary legal arrangements for visas
and the import of technologies such as
the nuclear detectors used by the nuclear
emergency search teams (some of which
include radioactive materials) —so that
within hours of receiving information
related to stolen nuclear material or a
stolen nuclear weapon anywhere in the
world, a response team (either from the
state where the crisis was unfolding, or
an international team if the state required
assistance) could be on the ground, or an
aircraft with sophisticated search capabili-
ties could be flying over the area.

Impede: impeding terrorist recruit-
ment of nuclear personnel. The next
U.S. president should maintain existing
scientist-redirection programs, but should
reform them to use a broader array of
tools and to focus on a broader array of
threats, including not only top weap-
ons scientists but workers with access to
nuclear material, guards who could help
steal nuclear material, and people who
have retired from nuclear facilities but
still have critical knowledge. The United

States is not likely to have either the access
or the resources to carry out this broader
mission by itself, but must work closely
with partner countries to convince them
to take most of the needed actions them-
selves. The next U.S. president should
also work with key countries such as Rus-
sia and Pakistan to strengthen control of
classified nuclear information and ensure
that they monitor contacts and behavior of
all individuals with key nuclear secrets—
and should work with a broader set of
countries to monitor and stop recruitment
attempts at key sites, such as physics and
nuclear engineering departments in coun-
tries with substantial Islamic extremist
communities.

Reduce: reducing stockpiles and ending
production. The United States, Russia,
and other nuclear weapon states should
join in an effort to radically reduce the
size, roles, and readiness of their nuclear
weapon stockpiles, verifiably dismantling
many thousands of nuclear weapons and
placing the fissile material they contain in
secure, monitored storage until it can be
safely and securely destroyed. Very deep
reductions in nuclear stockpiles, if prop-
erly managed, would reduce the risks of
nuclear theft—and could greatly improve
the chances of gaining international sup-
port for other nonproliferation steps that
could also reduce the long-term dangers
of nuclear theft. As a first step, the next
U.S. president should launch a joint pro-
gram with Russia to reduce total U.S. and
Russian stockpiles of nuclear weapons to
something in the range of 1,000 weapons,
and to place all plutonium and HEU be-
yond the stocks needed to support these
low, agreed warhead stockpiles (and
modest stocks for other military missions,
such as naval fuel) in secure, monitored
storage pending disposition. In particu-
lar, the United States and Russia should
launch another round of reciprocal ini-
tiatives, comparable to the Presidential
Nuclear Initiatives of 1991-1992, in which
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they would each agree to: (a) take sev-
eral thousand warheads—including, but
not limited to, all tactical warheads not
equipped with modern, difficult-to-by-
pass electronic locks—and place them in
secure, centralized storage; (b) allow visits
to those storage sites by the other side

to confirm the presence and the security
of these warheads; (c) commit that these
warheads will be verifiably dismantled as
soon as procedures have been agreed by
both sides to do so without compromis-
ing sensitive information; and (d) commit
that the nuclear materials from these war-
heads will similarly be placed in secure,
monitored storage after dismantlement.
The next U.S. president should also re-
verse the Bush administration’s misguided
opposition to a verified fissile material
cutoff treaty, and lead work with other
governments to overcome the obstacles
to negotiating such a treaty —while also
seeking to end all production of HEU for
any purpose, and to phase out civilian
separation of weapons-usable plutonium.

Monitor: monitoring nuclear stockpiles
and reductions. The next U.S. president
should work with Russia to revive ef-
forts to put in place a system of data
exchanges, reciprocal visits, and monitor-
ing that would build confidence in the
size and security of each side’s nuclear
stockpile, lay the groundwork for deep
reductions in nuclear arms, and confirm
agreed reductions in nuclear warhead and
fissile material stockpiles. Such a system
should ultimately be expanded to cover
other nuclear weapon states as well. In
particular, the next U.S. president should
seek Russian agreement, before the 2010
Nonproliferation Treaty (NPT) review,
that each country will place large quanti-
ties of excess fissile material under IAEA
monitoring.

SECURING THE BOMB 2008

Leadership and commitment

A maze of political and bureaucratic ob-
stacles must be overcome —quickly —if
the world’s most vulnerable nuclear stock-
piles are to be secured before terrorists
and thieves get to them. This will require
sustained and creative leadership at many
levels—at the highest levels of key gov-
ernments around the world; in nuclear
ministries and regulatory agencies; among
intelligence, police, customs, and border
control agencies; and at every nuclear
facility or transport organization that
handles nuclear weapons, plutonium, or
HEU. Leadership from the next U.S. pres-
ident will be particularly critical, for the
United States is the single country most
focused on reducing the threat of nuclear
terrorism. Several steps will be critical to
overcoming the obstacles to expanded and
accelerated progress in reducing the risk.

Building the sense of urgency and com-
mitment worldwide. The fundamental
key to success is to convince political
leaders and nuclear managers around the
world that nuclear terrorism is a real and
urgent threat to their countries’ security,
worthy of a substantial investment of their
time and money —something many of
them do not believe today. If these pro-
grams succeed in building that sense of
urgency, these officials and managers will
take the needed actions to prevent nuclear
terrorism; without that sense of urgency,
they will not. Some of this case is already
being made, especially in the context of
the Global Initiative to Combat Nuclear
Terrorism and in discussions between key
U.S. intelligence officials and their foreign
counterparts, but much more needs to be
done. The United States and other coun-
tries should take several steps to build
the needed sense of urgency and commit-
ment, including: (a) joint threat briefings at
upcoming summits and high-level meet-
ings with key countries, where experts
from both the United States and the coun-



try concerned would outline the very real
possibility that terrorists could get nuclear
material and make a nuclear bomb; (b)
nuclear terrorism exercises with policymak-
ers from key states, which can sometimes
reach officials emotionally in a way that
briefings and policy memos cannot; (c)
fast-paced nuclear security reviews, in which
leaders of key states would pick teams of
security experts they trust to conduct fast-
paced reviews of nuclear security in their
countries (with U.S. advice and technical
assistance if desired), assessing whether
facilities are adequately protected against
a set of clearly-defined threats (as the
United States did after 9/11, revealing a
wide range of vulnerabilities); (d) realistic
testing of nuclear security performance, in
which the United States could help coun-
tries conduct realistic tests of their nuclear
security systems’ ability to defeat realistic
insider or outsider threats; and (e) shared
databases of threats and incidents, including
unclassified information on actual secu-
rity incidents (both at nuclear sites and at
non-nuclear guarded facilities) that offer
lessons for policymakers and facility man-
agers to consider in deciding on nuclear
security levels and particular threats to
defend against.

Putting someone in charge. The steps
needed to prevent nuclear terrorism cut
across multiple cabinet departments, and
require cooperation in highly sensitive ar-
eas with countries across the globe. They
will require sustained effort, day-in and
day-out, from the highest levels of the U.S.
government—and other governments. Yet
today, there is no one in the U.S. govern-
ment with full-time responsibility for all
of the disparate efforts to prevent nuclear
terrorism. The president who takes office
in January 2009 should appoint a senior
White House official who has the presi-
dent’s ear —probably a Deputy National
Security Advisor, though the specific title
would depend on the person and the
structure of the NSC—whose sole respon-

sibility will be to wake up every morning
thinking “what can we do today to pre-
vent a nuclear terrorist attack?” Keeping
this issue on the front burner at the White
House day-in and day-out will be crucial
to success. The next U.S. president should
also lean on Russia and other key coun-
tries to do the same.

Developing a comprehensive, prioritized
plan. Today, the U.S. government has
dozens of programs focused on pieces of
the problem of preventing nuclear terror-
ism, each of which has its own plan for
its own piece —and no comprehensive,
prioritized plan. There is no systematic
mechanism in place for identifying the
top priorities or where there may be gaps,
overlaps, or inefficiencies. One of the
first priorities of the new senior official
dedicated to preventing nuclear terrorism
must be to put in place a comprehensive,
prioritized plan—and then continuously
modify it as circumstances change.

Assigning adequate resources. Nuclear
security is affordable: a level of secu-

rity that could greatly reduce the risk of
nuclear theft could be achieved for all
nuclear stockpiles worldwide for roughly
one-percent of annual U.S. defense spend-
ing. The next U.S. president and the U.S.
Congress should act to ensure that lack
of money does not slow or constrain any
major effort to keep nuclear weapons and
the materials needed to make them out
of terrorist hands. In particular, since
new opportunities to improve nuclear
security sometimes arise unexpectedly,
and difficult-to-plan incentives are some-
times required to convince facilities to
give up their HEU or convert a research
reactor, Congress should consider an ap-
propriation in the range of $500 million,
to be available until expended, that can
be spent flexibly on high-priority actions
to reduce the risk of nuclear theft as they
arise. Such a flexible pool of funds would
give the new administration the ability to
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hit the ground running with an expanded
and accelerated effort.

Providing information and analysis to
support policy. Good information and
analysis on where the greatest risks, op-
portunities, and obstacles to progress lie
will be crucial to preventing nuclear ter-
rorism. The next U.S. president should
act to ensure that U.S. and international
policies to reduce the risk of nuclear
terrorism are informed by the best prac-
ticable information, from intelligence,
other information collection, and anal-
ysis—including independent analysis
and suggestions from non-government
institutions. The highest-leverage area
for information collection and analysis is
likely to be supporting policy efforts to
improve security for nuclear stockpiles—
answering questions ranging from which
sites have particularly large and vulner-
able stockpiles, to which nuclear facilities
have poorly paid staff or corrupt guards,
to which research reactors are under-
utilized, underfunded, and might be
convinced to shut down with a modest
incentive package.

Putting the United States’
own house in order

The most urgent nuclear security vulner-
abilities are largely in other countries. But
there is much more that can and should
be done within the United States itself as
well, as recent incidents in the U.S. Air
Force make clear. Convincing foreign
countries to reduce and consolidate nu-
clear stockpiles, to put stringent nuclear
security measures in place, or to convert
their research reactors from HEU to LEU
tuel will be far more difficult if the United
States is not doing the same at home.
DOE should continue providing funding
to convert U.S. research reactors to LEU.
Congress should provide funding for
DOE to help HEU-fueled research reac-
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tors, or research reactors that pose serious
sabotage risks, to upgrade security volun-
tarily. At the same time, Congress should
direct the Nuclear Regulatory Commis-
sion (NRC) to phase out the exemption
from most security rules for HEU that
research reactors now enjoy, and provide
funding for DOE to help these reactors
pay the costs of effective security. Con-
gress should also insist that NRC revise
its rule exempting HEU that is radioactive
enough to cause doses of more than one
Sievert per hour at one meter from almost
all security requirements, as recent stud-
ies make clear that this level of radiation
would pose little deterrent to theft by
determined terrorists. The NRC'’s require-
ments for protection of potential nuclear
bomb material should be strengthened

to bring them roughly in line with DOE’s
rules for identical material (particularly
since the NRC-regulated facilities han-
dling this material are doing so mainly on
contract to DOE in any case, so DOE will
end up paying most of the costs of secu-
rity as it does at its own sites). Congress
should also provide incentives to convert
HEU medical isotope production to LEU,
without in any way interfering with sup-
plies, by imposing a roughly 30 percent
user fee on all medical isotopes made
with HEU, with the funds used to help
producers convert to LEU. This would
give producers a strong financial incen-
tive to convert, and since the isotopes are
a tiny fraction of the costs of the medical
procedures that use them, would not sig-
nificantly affect the costs or availability of
these life-saving procedures.

Finally, no matter what is done to pre-
vent nuclear terrorism, it is essential that
the United States get better prepared
should such a catastrophe nevertheless
occur. While some steps have been taken
to prepare for the ghastly aftermath of

a terrorist nuclear attack, a comprehen-
sive plan and approach is needed. The
United States needs a rapid ability to



assess which people are in the greatest
danger and to tell them what they can do
to protect themselves. Better capabilities
to communicate to everyone, when TV,
radio, and cell phones in the affected area
may not be functioning properly are also
needed, as are much better public com-
munication plans for the critical minutes
and hours after such an attack. The U.S.
government needs to do a much better job
encouraging and helping people to take
simple steps to get ready for an emer-
gency. The United States also needs to put
in place a better ability —including mak-
ing use of the military’s capabilities —to
treat many thousands of injured people,
along with more effective plans to keep
the government and economy function-
ing while taking all the steps that will

be needed to prevent another attack. (In
particular, Congress has not yet acted to
put a plan in place for reconstituting it-
self should most members of Congress be
killed in a nuclear attack.) Many of these
steps would help respond to any catas-
trophe, natural or man-made, and would
pay off even if efforts to prevent a terrorist
nuclear attack succeeded.

Coping with the danger of nuclear terror-
ism will pose a fundamental challenge for
the next president and the next Congress.
With a sensible strategy, adequate re-
sources, and sustained leadership, the risk
of nuclear terrorism can be dramatically
reduced during the next president’s first
term. American security demands no less.
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PREVENTING THE CATASTROPHE

OF NUCLEARTERRORISM

The U.S. president who takes office in
January 2009 will face a world where the
danger that terrorists could get and use a
nuclear bomb remains very real. He will
find that many steps have been taken to
reduce the risk, particularly in the years
since the 9/11 attacks, but that urgent
actions are still needed to keep nuclear
weapons and the materials needed to
make them out of terrorist hands.

The purpose of this report—the seventh in
an annual series—is to outline the danger
of nuclear terrorism, to assess what has
and has not been done to reduce it, and

to suggest an agenda of actions that could
dramatically reduce the risk during the
next presidential term." While the prob-

L All of the reports in this series, and a wide array
of other information on programs to secure, moni-
tor, and reduce nuclear material stockpiles, are
available at the “Securing the Bomb” section of the
Nuclear Threat Initiative’s website, at http://www.
nti.org/securingthebomb. This report addresses
only terrorist use of actual nuclear explosives —
either nuclear weapons produced by a state that
terrorists managed to get and to detonate, or crude
nuclear bombs terrorists might succeed in making
themselves from plutonium or Highly Enriched
Uranium (HEU) they managed to acquire. For a
discussion of other nuclear-related types of terror-
ism, such as sabotage of major nuclear facilities
and of dispersal of radioactive material in a so-
called “dirty bomb,” see, for example, Charles D.
Ferguson and William C. Potter, with Amy Sands,
Leonard S. Spector, and Fred L. Wehling, eds., The
Four Faces of Nuclear Terrorism, (Monterey, Cal.:
Center for Nonproliferation Studies, Monterey
Institute of International Studies, 2004; available
at http://www.nti.org/c_press/analysis_4faces.pdf
as of 28 March 2008). A substantial literature on
the danger of nuclear terrorism is now available.
For one comprehensive (and alarming) look, see
Graham T. Allison, Nuclear Terrorism: The Ultimate
Preventable Catastrophe, 1st ed. (New York: Times
Books/Henry Holt, 2004). For aless alarming
look, see Michael Levi, On Nuclear Terrorism (Cam-

ability that terrorists could get and use
a nuclear bomb can never be reduced to
zero, the goal must be to get as close to
zero as possible, as quickly as possible.

To achieve such a drastic reduction in the
risk of nuclear terrorism will require a
comprehensive strategy including several
key steps:

e Secure. Every nuclear weapon and
every significant stock of potential nu-
clear bomb material worldwide must
be accounted for and secured, in ways
that will last to standards sufficient to
defeat the threats that terrorists and
criminals have shown they can pose.

e Remove. Potential nuclear bomb ma-
terial should be removed entirely from
the world’s most vulnerable, difficult-
to-defend sites, and the total number
of buildings and bunkers worldwide
where nuclear weapons or nuclear
bomb material exists should be cut
dramatically.

bridge, Mass.: Harvard University Press, 2007).
Another conceivable type of nuclear terrorism,

not addressed here, is the possibility of terrorists
somehow figuring out a way to cause an existing
nuclear weapon to be launched, or to provoke ex-
isting nuclear weapon states to launch a nuclear
attack (for example by introducing false alarms into
nuclear warning systems). Possibly the earliest
public discussion of such possibilities was in Bruce
G. Blair and Gary D. Brewer, “The Terrorist Threat
to the World’s Nuclear Weapons Programs,” Journal
of Conflict Resolution Vol. 31, No. 3, September 1977,
pp. 379-403, available at http://www.cdi.org/blair/
terrorist-threat.cfm as of 30 October 2008. More
recently, see, for example, Gary Ackerman and Wil-
liam C. Potter, “Catastrophic Nuclear Terrorism: A
Preventable Peril,” in Nick Bostrom and Milan M.
Cirkovic, Global Catastrophic Risks (Oxford: Oxford
University Press, 2008), pp. 402-449.



e Disrupt. Counterterrorist measures
focused on detecting and disrupting
those groups with the skills and am-
bitions to attempt nuclear terrorism
should be greatly strengthened, and
new steps should be taken to make re-
cruiting nuclear experts more difficult
(including addressing some of sources
of radical Islamic violence and hatred,
and challenging the moral legitimacy
of mass-casualty terror within the Is-
lamic community).

e Interdict. Abroad system of mea-
sures to detect and disrupt nuclear
smuggling and terrorist nuclear
bomb acquisition efforts should be
put in place, including not only ra-
diation detectors but also expanded
international police and intelligence
cooperation, increased emphasis
on intelligence operations such as
“stings” (that is, intelligence agents
posing as buyers or sellers of nuclear
material or nuclear expertise), and
targeted efforts to encourage partici-
pants in such conspiracies to blow the
whistle.

e Prevent. The nuclear programs in
North Korea and Iran must be capped
or rolled back, and the global effort to
stem the spread of nuclear weapons
should be significantly strengthened,
reducing the chances that a state
might provide nuclear materials to
terrorists.

e Deter. The United States should put
in place the best practicable means for
identifying the source of any nuclear
attack —including not just nuclear
forensics but traditional intelligence
means as well —and make very clear
that the United States will treat any
terrorist nuclear attack using material
knowingly provided by a state as an
attack by that state, and will respond
accordingly.

e Impede. The United States and other
countries should make every effort to
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make it more difficult for terrorists to
recruit experts who could help them
with a nuclear plot, from providing
alternative employment for key ex-
perts to countering the anti-American
hatred that can contribute to such re-
cruitment efforts.

¢ Reduce. The global stockpiles of
nuclear weapons, separated pluto-
nium, and HEU should be drastically
reduced, and new production phased
out.

e Monitor. Stockpiles of nuclear
weapons, separated plutonium,
and HEU —and reductions in these
stockpiles —should increasingly come
under international monitoring, fa-
cilitating cooperation in upgrading
security and ensuring a baseline level
of accounting for these dangerous
stockpiles.

This report focuses primarily on the first
two of these steps, for they offer the great-
est available leverage in reducing the risk
that terrorists will get and use a nuclear
bomb. The complexities of producing
nuclear bomb materials from scratch are
beyond the plausible capabilities of ter-
rorist groups. Hence, if all the stockpiles
produced by states can be reliably kept
out of terrorist hands, nuclear terrorism
can be reliably prevented. But once nu-
clear material has been stolen, it could be
anywhere, and all the subsequent layers
of defense, unfortunately, are variations
on looking for a needle in a haystack.

This report is focused only on steps to
prevent terrorist acquisition and use of
an actual nuclear explosive. It does not
cover the many additional steps needed
to limit the spread of nuclear weapons
to additional states,” or the broad range

2For a compilation of recommended steps for the
broader problem of nuclear nonproliferation, see,
for example, George Perkovich et al., Universal Com-
pliance: A Strategy for Nuclear Security (Washington,



of non-nuclear means by which terror-
ists might be able to cause catastrophic
harm.> The use of a nuclear bomb would
be among the most difficult types of at-
tack for terrorists to accomplish—but

the massive, assured, instantaneous, and
comprehensive destruction of life and
property that would result may make
nuclear weapons a priority for terrorists
despite the difficulties.

PLAN oF THE REPORT

This report proceeds as follows. The
remainder of this chapter describes the
continuing threat of nuclear terrorism—
both the reasons to be concerned and the
very real obstacles terrorists would face
in attempting to commit such an atroc-
ity. The next chapter assesses progress

to date in reducing the risk —providing

a qualitative overview of what has been
done and what has not been done. Chap-
ter 3 updates of a number of quantitative
metrics that provide rough indicators

of this progress. Chapter 4 analyzes the
requested budgets for programs related
to improving controls over nuclear weap-
ons, materials, and expertise in countries
around the world. Finally, Chapter 5
recommends further steps that should be
taken to reduce the danger.

D.C.: Carnegie Endowment for International Peace,
2005; available at http://www.carnegieendowment.
org/files/UC2.FINAL3.pdf as of 8 July 2008).

®For an official listing of major terrorist and natural
scenarios that could cause catastrophic harm, see
U.S. Homeland Security Council, National Plan-
ning Scenarios: Version 20.1 Draft (Washington, D.C.:
U.S. Homeland Security Council, 2005; available at
http://media.washingtonpost.com/wp-srv/nation/
nationalsecurity/earlywarning/NationalPlanning-
ScenariosApril2005.pdf as of 28 March 2008).

THE CONTINUING THREAT OF
NucLEAR TERRORISM

The Lessons of Pelindaba

On the night of November 8, 2007,

two teams of armed men attacked the
Pelindaba nuclear facility in South Africa,
where hundreds of kilograms of weapon-
grade highly enriched uranium (HEU) are
stored. One of the teams fired on the site
security forces, who fled. The other team
of four armed men disabled the detection
systems at the site perimeter —possibly
using insider knowledge of the security
system —cut a hole in a 10,000-volt secu-
rity fence, entered without setting off any
alarm, broke into the emergency control
center, and shot a worker there in the
chest after a brief struggle. The worker
at the emergency control center raised

an alarm for the first time. These intrud-
ers spent 45 minutes inside the secured
perimeter without ever being engaged by
site security forces, and then disappeared
through the same hole they had cut in the
fence. No one on either team was shot or
captured. South African officials later ar-
rested three individuals, but soon released
them without charge, suggesting that they
were not among the four who penetrated
the site that night.* The security manager
and several of the guards on duty were
subsequently fired. The South African
government has not released important
details of its investigation of the attack
and refused earlier U.S. offers to remove

4Micah Zenko, “A Nuclear Site is Breached: South
African Attack Should Sound Alarms,” Washing-
ton Post, 20 December 2007. See also Rob Adam,
“Media Briefing: Security Breach at Necsa on 08
November 2007,” Nuclear Energy Corporation of
South Africa, 13 November 2007; Graeme Hosken,
“Officer Shot as Gunmen Attack Pelindaba,” Preto-
ria News, 9 November 2007; Hosken, “Two Gangs
of Armed Men Breach Pelindaba Nuclear Facility,”
Pretoria News, 14 November 2007; Joel Avni, Ger-
trude Makhafola, and Sibongile Mashaba, “Raid on
Site Planned,” The Sowetan, 14 November 2007.
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the HEU at Pelindaba or to help improve
security at the facility. Indeed, South Af-
rica has delayed for years in establishing
and implementing a specific requirement
that the site be able to defend against a
defined set of potential attacker capabili-
ties, known as a design basis threat (DBT),
as recommended by the IAEA. As of the
time of the attack, South African security
regulations did not yet include a DBT.

While there is no publicly available evi-
dence that these attackers were after the
HEU, this incident is nevertheless a potent
reminder that inadequately secured nu-
clear material is a global problem, not one
limited to the former Soviet Union. The
Pelindaba break-in leads to one inescap-
able conclusion: the world urgently needs
a global campaign to ensure that every
nuclear weapon and every stock of poten-
tial nuclear bomb material worldwide is
secured against the kinds of threats terror-
ists and criminals have demonstrated they
can pose—including two teams of armed
attackers, possibly with cooperation from
an insider. But given the South African
refusal to accept nuclear security assis-
tance or to allow the HEU to be removed
in the years leading up to the attack, the

5In the annual report for the period leading up to
the break-in, the South African department that
oversees the site acknowledged that goal of “imple-
mentation of a revised nuclear security framework”
was “0 percent complete”, because “Design Basis
Threat (DBT) document not yet established.” See
Department of Minerals and Energy, Annual Report
2006/2007 (Johannesburg: DME, 2007), p. 69. This
report was briefed to the parliament the week after
the break-in, but the subject of security was not
mentioned. Similarly, the South African nuclear
regulator testified on his annual report two weeks
after the break-in, and pronounced himself “gener-
ally happy” with security at Pelindaba, though the
fact that the assailants had disabled the systems
designed to report either intrusions or tampering
with the system was “very worrying.” See hear-
ing notes by the Parliamentary Monitoring Group,
available as of 1 June 2008 at http://www.pmg.org.
za/minutes/20071120-national-nuclear-regulator-
annual-report-200607-briefing.
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incident is also a reminder that political
heavy lifting will be needed to overcome
the serious obstacles to sensitive nuclear

security cooperation around the world.

Nuclear Terrorism Risks:
The Bad News

The answers to several basic questions can
provide a more detailed understanding of
the risk of nuclear terrorism.

Do terrorists want nuclear weapons? For
most terrorists, focused on small-scale vio-
lence to attain local objectives, the answer
is “no.” But for a small set of terrorists,
the answer is clearly “yes.” Osama bin
Laden has called the acquisition of nuclear
weapons or other weapons of mass de-
struction a “religious duty.”® Al-Qaeda
operatives have made repeated attempts
to buy nuclear material for a nuclear
bomb, or to recruit nuclear expertise —
including the two extremist Pakistani
nuclear weapon scientists who met with
bin Laden and Ayman al-Zawahiri to
discuss nuclear weapons. For years,
al-Qaeda operatives have repeatedly ex-
pressed the desire to inflict a “Hiroshima”
on the United States.” Before al-Qaeda,
the Japanese terror cult Aum Shinrikyo
also made a concerted effort to get nuclear
weapons.® With at least two groups going

®Rahimullah Yusufzai, “Interview with Bin Laden:
World’s Most Wanted Terrorist” (ABC News, 1999;
available at http://www.islamistwatch.org/blogger/
localstories/05-06-03/ABClInterview.html as of 27
March 2008).

7Steve Coll, “What Bin Laden Sees in Hiroshima,”
Washington Post, 6 February 2005.

8 For discussion of the al-Qaeda and Aum Shinrikyo
efforts, see Matthew Bunn and Anthony Wier, with
Joshua Friedman, “The Demand for Black Market
Fissile Material,” in Nuclear Threat Initiative Research
Library: Securing the Bomb (Cambridge, Mass.: Proj-
ect on Managing the Atom, Harvard University, and
Nuclear Threat Initiative, 2005; available at http://
www.nti.org/e_research/cnwm/threat/demand.asp
as of 27 March 2008); Sara Daly, John Parachini, and



down this path in the last 15 years, there is
no reason to expect that others will not do
so in the future.

Rolf Mowatt-Larssen, head of intelli-
gence for the U.S. Department of Energy
(DOE), testified to the U.S. Senate in the
spring of 2008 that “al-Qaida’s nuclear
intent remains clear,” citing, among other
things, bin Laden’s successful effort, in
2003, to get a radical Saudi cleric to issue
a religious ruling, or fatwa, authorizing
the use of nuclear weapons on American
civilians.” Mowatt-Larssen warned that
the world’s efforts to prevent terrorists
from gaining the ability “to develop and
detonate a nuclear weapon” are likely to
be “tested” in “the early years of the 21*
century.”"

William Rosenau, Aum Shinrikyo, Al-Qaeda, and the
Kinshasa Reactor: Implications of Three Case Studies
for Combating Nuclear Terrorism (Santa Monica, Cal.:
RAND, 2005; available at http://www.rand.org/
pubs/documented_briefings/2005/RAND_DB458.
sum.pdf as of 28 March 2008). For further details
on U.S. intelligence on some of al-Qaeda’s nuclear
efforts, see George Tenet, At the Center of the Storm:
My Years at the CIA (New York: HarperCollins,
2007); Commission on the Intelligence Capabilities
of the United States Regarding Weapons of Mass
Destruction, Report to the President (Washington,
D.C.: WMD Commission, 2005; available at http://
www.wmd.gov/report/ as of 25 June 2008).

°For an English translation of this fatwa, see Nasir
Bin Hamd al-Fahd, “A Treatise on the Legal Status
of Using Weapons of Mass Destruction Against
Infidels,” May 2003, available at http://www.car-
negieendowment.org/static/npp/fatwa.pdf as of 8
August 2008. Al-Fahd has since been arrested, and
has publicly renounced some of his previous rul-
ings, including this one.

10Rolf Mowatt-Larssen, testimony to the Committee
on Homeland Security and Governmental Affairs,
U.S. Senate, 2 April 2008. Before taking over as
head of DOE intelligence, Mowatt-Larssen led the
Central Intelligence Agency’s efforts to track al-
Qaeda’s weapons of mass destruction programs.
Mowatt-Larssen now chairs an intelligence-commu-
nity-wide working group on nuclear terrorism.

In the spring of 2008, websites catering to
violent Islamic extremists began “buzz-
ing,” in the words of one well-informed
analyst of al-Qaeda-linked terrorists,
“with talk about an impending AQ [al-
Qaeda] nuclear attack on the U.S.”!! This
culminated in the release of a video in
late May 2008, “The Prayer, The Prayer
(Answered)—Allah Akbar America Has
Been Destroyed-By a Fatal Jihadi Nuclear
Strike.”'? The FBI had sent out a bulletin
to thousands of law enforcement officials
around the United States warning of the
video’s imminent release."

Of course, terrorists make such statements
precisely to generate fear, and they should
not be taken at face value. The recent
video and chatter came from al-Qaeda
supporters, not from people directly con-
nected to al-Qaeda’s central organization.
As such, they should not be taken as an
al-Qaeda statement of intent to carry out

a nuclear attack in the near term. Still

less should they be considered proof of
al-Qaeda nuclear capability."* What is
terrifying is that no one outside al-Qaeda
knows what real capabilities some secret
cell may be silently working to put to-
gether.

Nevertheless, this upsurge in nuclear
chatter is worrisome, for it conforms

11 See William McCants, “Going Nuclear,” 27 May
2008, available at http://www.jihadica.com/going-
nuclear/ as of 2 June 2008.

12The video was posted on the “Ekhlass” forum on
25 May 2008. See discussion in William McCants,
“Insider Analysis of Nuke Tape,” 30 May 2008,
available at http://www.jihadica.com/insider-analy-
sis-of-nuke-tape/ as of 2 June 2008.

13 Pierre Thomas and Theresa Cook, “Al-Qaeda Sup-
porters’ Tape to Call for Use of WMDs,” ABC News.
com, 27 May 2008.

14Gee McCants, “Going Nuclear”; McCants, “No
Nuke Chatter?” 28 May 2008; and McCants, “In-
sider Analysis of Nuke Tape,” all available at http://
www.jihadica.com as of 2 June 2008.
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with the consistent message of the last
decade—that at least some factions of vio-
lent Islamic extremists would dearly love
to get a nuclear bomb and use it against
the West. The broader the community of
extremists that supports escalating to the
nuclear level of violence, the more likely
it is that al-Qaeda will succeed in recruit-
ing nuclear guards, nuclear physicists,
uranium metallurgists, and others who
could help the group fulfill its nuclear am-
bitions.

Is it plausible that a sophisticated ter-
rorist group could make a crude nuclear
bomb if it got HEU or separated pluto-
nium? The answer here is also “yes.”
Making at least a crude nuclear bomb
might well be within the capabilities of

a sophisticated group, though a nuclear
bomb effort would be the most technically
challenging operation any terrorist group
has ever accomplished. One study by

the now-defunct congressional Office of
Technology Assessment summarized the
threat: “A small group of people, none of
whom have ever had access to the classi-
fied literature, could possibly design and
build a crude nuclear explosive device...
Only modest machine-shop facilities that
could be contracted for without arousing
suspicion would be required.”*” Indeed,
even before the revelations from Afghani-
stan, U.S. intelligence concluded that
“fabrication of at least a ‘crude’ nuclear
device was within al-Qa’ida’s capabilities,
if it could obtain fissile material.”*®

1U.S. Congress, Office of Technology Assessment,
Nuclear Proliferation and Safeguards (Washington,
D.C.: OTA, 1977; available at http://www.princeton.
edu/~ota/disk3/1977/7705/7705.PDF as of 27 March
2008), p. 140. OTA reached this conclusion long
before the internet made a great deal of relevant
information much more widely available.

16 Commission on the Intelligence Capabilities of
the United States Regarding Weapons of Mass De-
struction, Report to the President, p. 276.
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A terrorist cell of relatively modest size,
with no large fixed facilities that would
draw attention, might well be able to
pull off such an effort—and the world
might never know until it was too late."”
Mowatt-Larssen told Congress that an
al-Qaeda nuclear bomb effort “prob-
ably would not require the involvement
of more than the number of operatives
who carried out 9/11,” and would be
“just as compartmented,” making it ex-
traordinarily difficult for the intelligence
community to detect and stop.'®

Al-Qaeda’s nuclear efforts in Afghanistan
were disrupted when the Taliban regime
was overthrown. But al-Qaeda has been
reconstituting its ability to plan and direct
large complex operations from the tribal
areas of Pakistan. As Director of National
Intelligence (DNI) Michael McConnell
told the Senate in February, 2008:"

Al-Qa’ida’s top leaders Usama

Bin Ladin and Ayman al-Zawahiri
continue to be able to maintain
al-Qa’ida’s unity and its focus on
their strategic vision of confronting
our allies and us with mass casu-
alty attacks around the globe...
al-Qa’ida and other terrorist

7For discussions of official assessments of the
complexity of the operation and the number of
people required, see Matthew Bunn and Anthony
Wier, “Terrorist Nuclear Weapon Construction:
How Difficult?” Annals of the American Academy of
Political and Social Science 607 (September 2006). For
a particular scenario involving a cell of 19 people
working for roughly a year (probably more than is
actually required for some types of crude bomb),
see Peter D. Zimmerman and Jeffrey G. Lewis, “The
Bomb in the Backyard,” Foreign Policy, no. 157 (No-
vember/December 2006), pp. 32-39.

8 Mowatt-Larssen, 2 April 2008 testimony to the
Committee on Homeland Security and Governmen-
tal Affairs.

DNI Michael McConnell, “Annual Threat Assess-
ment of the Intelligence Community,” testimony to
the Committee on Armed Services, U.S. Senate, 27
February 2008.



groups are attempting to acquire
chemical, biological, radiological,
and nuclear weapons and materi-
als (CBRN). We assess al-Qa’ida
will continue to try to acquire and
employ these weapons and materi-
als...

No one knows for sure what the cur-

rent status of al-Qaeda’s nuclear effort
is—or how much they may have learned
from past failures that may increase their
chance of future success.*® But if they
could get the needed HEU or plutonium,
there is no basis for confidence that they
could not put together and deliver a crude
but devastating nuclear bomb.

Could a terrorist group plausibly get the
material needed for a nuclear bomb? Un-
fortunately, the answer here is also “yes.”
Nuclear weapons or their essential ingre-
dients exist in hundreds of buildings in
dozens of countries. Security measures
for many of these stocks are excellent—
but security for others is appalling, in
some cases amounting to no more than a
night watchman and a chain-link fence.
No specific and binding global standards
for how these stockpiles should be se-
cured exist.

The risk of nuclear theft from any particu-
lar facility or transport operation depends
on the quantity and quality of the material
available to be stolen (that is, its suitability
for use in a nuclear bomb), the security
measures in place (that is, what kind of
insider and outsider thieves could the
security measures protect against, with

2 For a discussion of both the possibility that mul-
tiple terrorist failures may contribute to eventual
success, and the difficulty that insular terrorist
groups have in changing their approaches (and
replacing ineffective experts), see Richard Danzig,
“Limitations of Terrorists...and Ourselves,” presen-
tation to “Pivot Point: New Directions for American
Security,” Center for a New American Security,
Washington, D.C., 11 June 2008.

what probability), and the threats those
security measures face (that is, the prob-
ability of different levels of insider or
outsider capabilities being brought to bear
in a theft attempt). Based on the limited
unclassified information available, it ap-
pears that the highest risks of nuclear theft
today are in Russia, Pakistan, and at HEU-
fueled research reactors around the world.

Russia. Nuclear security in Russia and
the former Soviet Union has improved
dramatically in the past 15 years; at many
sites, the difference between the security
in place today and the security in place

in 1994 is like night and day. (Progress
and steps still to be taken in improving
nuclear security in Russia are discussed
in more detail in the next chapter.) But
Russia has the world’s largest stockpiles of
nuclear weapons and materials, scattered
in the world’s largest number of build-
ings and bunkers; some serious security
weaknesses still remain, ranging from
poorly trained, sometimes suicidal guards
to serious under-funding of nuclear secu-
rity; and the upgraded security systems
must face huge threats, from insider theft
conspiracies which are cropping up ev-
erywhere in Russia to large-scale outsider
attacks. Since 9/11, in Russia, terrorist
reconnaissance teams have carried out
reconnaissance at secret nuclear weapon
storage sites;*' a Russian court case re-
vealed that a Russian businessman had
been offering $750,000 for stolen weapon-

21 Lt. Gen. Igor Valynkin, commander of the force
that guards Russia’s nuclear weapons, reported
two incidents of terrorist teams carrying out such
reconnaissance. See, for example, “Russia: Ter-
ror Groups Scoped Nuke Site,” Associated Press, 25
October 2001; Pavel Koryashkin, “Russian Nuclear
Ammunition Depots Well Protected —Official,”
ITAR-TASS, 25 October 2001. The Russian state
newspaper reported those two incidents, and

two more involving terrorist reconnaissance on
warhead transport trains. Vladimir Bogdanov,
“Propusk K Beogolovkam Nashli U Terrorista (a
Pass to Warheads Found on a Terrorist),” Rossiskaya
Gazeta, 1 November 2002.
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grade plutonium;* and the Beslan school
massacre confirmed the terrorists” abil-
ity to strike in force, without warning or
mercy. As just one indicator of the insider
threat, in 2006 President Putin fired Major
General Sergey Shlyapuzhnikov, deputy
chairman of the section of the Ministry

of Internal Affairs (Russian acronym
MYVD) responsible for guarding the closed
nuclear cities and other closed territories,
because (according to the Russian state
newspaper), he was helping to organize
smuggling in and out of these closed ter-
ritories—in particular, giving out passes
that allowed people and vehicles to go in
and out without being checked.?

Pakistan. Pakistan’s nuclear stockpile is
small, stored at a small number of sites,
and is thought to be heavily guarded,
with substantial security upgrades in
recent years, in part with U.S. help.** In

22 For a summary of multiple Russian sources on
this case, see “Plutonium Con Artists Sentenced in
Russian Closed City of Sarov,” NIS Export Control
Observer (November 2003; available at http://cns.
miis.edu/pubs/nisexcon/pdfs/ob_0311e.pdf as of 18
June 2008). See also “Russian Court Sentences Men
for Weapons-Grade Plutonium Scam,” trans. BBC
Monitoring Service, RIA Novosti, 14 October 2003;
“Russia: Criminals Indicted for Selling Mercury as
Weapons-Grade Plutonium,” trans. U.S. Depart-
ment of Commerce, Izvestiya, 11 October 2003.

2 “The President Issued a Decree To Dismiss Dep-
uty Chairman of the MVD Department in Charge
of Law and Order in Closed Territories and Sensi-
tive Sites, Major General Sergey Shlyapuzhnikov,”
Rossiyskaya Gazeta, 2 June 2006 [translated by Ana-
toly Dianov].

*The sparse information that is publicly available
is summarized in Nathan Busch, No End in Sight:
The Continuing Menace of Nuclear Proliferation (Lex-
ington, KY: University Press of Kentucky, 2004).
For a summary of the approaches Pakistan has
taken to strengthen security and accounting (and
command and control) for its nuclear assets since
the A.Q. Khan network was revealed, see IISS, Nu-
clear Black Markets, pp. 112-117. See also Mahmud
Ali Durrani, “Pakistan’s Strategic Thinking and the
Role of Nuclear Weapons” Cooperative Monitoring
Center Occasional Paper 37 (Albuquerque, New
Mexico, July 2004; available at http://www.cmc.
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February 2008, DNI McConnell testified
that the U.S. intelligence community’s as-
sessment was that the Pakistani Army’s
ability to secure Pakistan’s nuclear stock-
piles “has not been degraded by Pakistan’s
political crisis.”* But Pakistani security
systems face immense threats, from
nuclear insiders, some of whom have a
demonstrated willingness to sell practi-
cally anything to practically anybody,

to armed attack potentially by scores or
hundreds of jihadis. In at least two cases,
serving Pakistani military officers work-
ing with al-Qaeda came within a hair’s
breadth of assassinating former president
Musharraf.? If the military officers guard-
ing the President cannot be trusted, how
much confidence can the world have in
the military officers guarding the nuclear
weapons?

HEU-fueled research reactors. HEU-
fueled research reactors typically have
comparatively modest stockpiles of
material —but they have some of the
world’s weakest security measures for
those stocks. (Ironically, the security
measures at Pelindaba are more substan-
tial than they are at many HEU-fueled
research reactors around the world.) And
it is important to remember that much
of the irradiated fuel from research reac-
tors is still HEU, and is not radioactive
enough to pose any significant deterrent
to theft by suicidal terrorists.” As dis-

sandia.gov/cmc-papers/sand2004-3375p. pdf as of
12 June 2007); and Kenneth N. Luongo and Brig.
Gen. (Ret.) Naeem Salik, “Building Confidence in
Pakistan’s Nuclear Security,” Arms Control Today,
December 2007.

% McConnell, “Annual Threat Assessment,” 27 Feb-
ruary 2008.

2% “Escaped Musharraf Plotter Was Pakistan Air
Force Man,” Agence France Presse, 12 January 2005;
“Musharraf Al-Qaeda Revelation Underlines Vul-
nerability: Analysts,” Agence France Presse, 31 May
2004.

27 For a discussion of the proliferation threat posed
by irradiated HEU fuel, see Matthew Bunn and



cussed in detail in the next chapter, some
130 research reactors around the world
still use HEU as their fuel. Many tons

of HEU exist at these research reactors.*®
Often—though not always—this mate-
rial is in forms that would require some
chemical processing to use in a bomb.
But any group that could pull off the dif-
ficult job of making a nuclear bomb from
HEU metal would have a good chance of
mastering the simpler job of getting HEU
metal out of research reactor fuel.

Other risks. While these are the highest-
risk categories, there are others where the
risks are very real. Transport of nuclear
weapons and materials is a particular
concern, as it is the part of the nuclear
material life-cycle most vulnerable to vio-
lent, forcible theft, since it is impossible to
protect the material with thick walls and
many minutes of delay when it is on the
road, and transports of both weapons and
materials are remarkably frequent.” In

Anthony Wier, Securing the Bomb: An Agenda for
Action (Cambridge, Mass., and Washington, D.C.:
Project on Managing the Atom, Harvard University,
and Nuclear Threat Initiative, 2004; available at
http://www.nti.org/e_research/analysis_cnwmup-
date_052404.pdf as of 2 January 2007), pp. 36-37.
For studies of the fact that a radiation level from
irradiated fuel of 100 rad/hr at one meter is grossly
insufficient to prevent theft by determined terror-
ists, see ].J. Koelling and E.W. Barts, Special Nuclear
Material Self-Protection Criteria Investigation: Phases
Iand I1, vol. LA-9213-MS, NUREG/CR-2492 (Wash-
ington, D.C.: U.S. Nuclear Regulatory Commission,
1982; available at http://www.sciencemadness.org/
lanl1_a/lib-www/la-pubs/00307470.pdf as of 28
March 2008); C.W. Coates et al., “Radiation Effects
on Personnel Performance Capability and a Sum-
mary of Dose Levels for Spent Research Reactor
Fuels,” in Proceedings of the 47th Annual Meeting

of the Institute for Nuclear Materials Management,
Nashville, Tenn., 16-20 July (Northbrook, Ill.: INMM,
2006).

% Throughout this report, “tons” refers to metric
tons. Each metric ton equals 1000 kilograms, or just
over 2200 pounds.

¥ For a critical review of transport security in
France, in particular, see Ronald E. Timm, Security

the end, virtually every country where
these materials exist—including the
United States—has more to do to ensure
that these stocks are effectively protected
against the kinds of threats that terrorists
and criminals have shown they can pose.

Confirmed thefts. Theft of HEU and plu-
tonium is not a hypothetical worry, it is an
ongoing reality. Most recently, in Febru-
ary 2006, Russian citizen Oleg Khinsagov
was arrested in Georgia (along with three
Georgian accomplices) with some 100
grams of 89 percent enriched HEU, claim-
ing that he had kilograms more available
for sale.*® The IAEA has confirmed 18

Assessment Report for Plutonium Transport in France
(Paris: Greenpeace International, 2005; available

at www.greenpeace.fr/stop-plutonium/en/Tim-
mReportV5.pdf as of 18 June 2008). In France,
long-distance transports of large quantities of sepa-
rated plutonium are a weekly occurrence David
Albright, Shipments of Weapons-Usable Plutonium

in the Commercial Nuclear Industry (Washington,
D.C.: Institute for Science and International Secu-
rity, 2007; available at http://www.isis-online.org/
global_stocks/end2003/plutonium_shipments.pdf
as of 3 January 2007). In Russia, the U.S. Nunn-
Lugar program sponsors warhead shipments from
deployment sites back to storage or dismantle-
ment sites, and these shipments alone occur almost
weekly. U.S. Department of Defense, Cooperative
Threat Reduction Annual Report to Congress: Fis-

cal Year 2009 (Washington, D.C.: U.S. Department
of Defense, 2008, p. 2 and p. 14). Tens of tons of
HEU are sent in dozens of shipments over thou-
sands of kilometers of rail in Russia every year.
U.S. Congress, General Accounting Office, Status
of Transparency Measures for U.S. Purchase of Russian
Highly Enriched Uranium (Washington, D.C.: GAO,
1999; available at http://www.gao.gov/archive/1999/
1c99194.pdf as of 10 July 2007). In the United
States, the “Secure Transportation Asset” program
of the Department of Energy, which transports
both nuclear weapons and weapons-usable nuclear
material, carries out roughly 100 shipments every
year —approximately two a week. U.S. Department
of Energy, FY 2009 Congressional Budget Request:
National Nuclear Security Administration, DOE/CF-
024 Vol. 1 (Washington, DC: DOE, February 2008),
p- 313.

% For an especially useful account of this case,
see Michael Bronner, “100 Grams (And Count-
ing): Notes From the Nuclear Underworld”
(Cambridge, Mass.: Project on Managing the
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incidents of theft or loss of HEU or sepa-
rated plutonium.* Other incidents are
known to have occurred —the thieves
were captured, tried, and convicted —but
have nevertheless not been confirmed by
the states concerned.*> What we do not
know, of course, is how many thefts may
have occurred that were never detected;
it is a sobering fact that nearly all of the
stolen HEU and plutonium that has been
seized over the years had never been
missed when it was originally stolen.*

Atom, Harvard University, June 2008, available

at http://belfercenter.ksg.harvard.edu/publica-
tion/18361/100_grams_and_counting.html as of 11
November 2008). See also Laurence Scott Sheets,
“A Smuggler’s Story,” Atlantic Monthly, April 2008,
and Elena Sokova, William C. Potter, and Cristina
Chuen, “Recent Weapons Grade Uranium Smug-
gling Case: Nuclear Materials Are Still on the
Loose” (Monterey, Calif.: Center for Nonprolifera-
tion Studies, Monterey Institute of International
Studies, 26 January 2007; available at http://cns.

miis.edu/pubs/week/070126.htm as of 18 June 2008).

31 For the International Atomic Energy Agency’s
most recent list of incidents confirmed by the states
concerned, see Incidents Involving HEU and Pu Con-
firmed to the ITDB, 1993-2006 (Vienna: IAEA, 2007,
available as of 28 March 2008 at http://www.iaea.
org/NewsCenter/Focus/NuclearSecurity/pdf/heu-
pu_1993-2006.pdf). There are 18 total incidents on
this list, but three of them appear to involve inad-
vertent losses rather than thefts. Some incidents

that were previously on the list have been removed:

one plutonium incident involved such a small
amount of material it was reclassified as a radioac-
tive source incident, and one incident previously
tracked as an HEU case was confirmed to be LEU.
(Personal communication from Richard Hoskins,
IAEA Office of Nuclear Security, October 2006.)

32 Perhaps the best summary of the available data
on nuclear and radiological smuggling is “Illicit
Trafficking in Radioactive Materials,” in Nuclear
Black Markets: Pakistan, A.Q. Khan, and the Rise of
Proliferation Networks: A Net Assessment (London:
International Institute for Strategic Studies, 2007),
pp. 119-138. (Lyudmila Zaitseva, principal author.)

3 The U.S. National Intelligence Council continues
to assess that “it is likely that undetected smug-
gling has occurred, and we are concerned about
the total amount of material that could have been
diverted over the last 15 years.” U.S. National In-
telligence Council, Annual Report to Congress on the
Safety and Security of Russian Nuclear Facilities and
Military Forces (Washington, D.C.: Central Intel-
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The amounts required for a bomb are
small. The Nagasaki bomb included some
6 kilograms of plutonium, which would fit
easily in a soda can. A similar HEU bomb
would require three times as much.** For
a simpler but less efficient gun-type de-
sign, roughly 50 kilograms of HEU would
be needed —an amount that would fit eas-
ily into two two-liter bottles. The world
stockpiles of HEU and separated pluto-
nium are enough to make roughly 200,000
nuclear weapons;* a tiny fraction of one

ligence Agency, 2006; available at http://www.fas.
org/irp/nic/russia0406.html as of 28 March 2007).
Former CIA Director Porter Goss testified to Con-
gress that sufficient material was unaccounted for
that he could not provide assurances that enough
material for a bomb had not already been stolen.
See testimony in Select Committee on Intelligence,
Current and Projected National Security Threats to

the United States, U.S. Senate, 109th Congress, 16
February 2005 (available at http://www.fas.org/irp/
congress/2005_hr/shrg109-61.pdf as of 28 March
2008). Goss was not saying that the CIA had defi-
nite information that enough material for a bomb
was missing, only that the accounting uncertainties
are large enough that he could not confirm that was
not the case. The same is true in the United States;
some two tons of U.S. plutonium, for example,
enough for hundreds of nuclear bombs, is officially
considered “material unaccounted for.” See U.S.
Department of Energy, Plutonium: The First 50 Years:
United States Plutonium Production, Acquisition, and
Utilization from 1944 through 1994 (Washington,
D.C.: DOE, 1996; available at http://www.fas.org/
sgp/othergov/doe/pu50y.html as of 28 March 2007).

% The Department of Energy has officially declas-
sified the fact that 4 kilograms of plutonium is in
principle sufficient to make a nuclear weapon.

U.S. Department of Energy, Restricted Data De-
classification Decisions 1946 to the Present (RDD-7)
(Washington, D.C.: DOE, 2001; available at http://
www.fas.org/sgp/othergov/doe/rdd-7.html as of 27
March 2008). The amount of plutonium in the first
nuclear bomb, at Trinity, was 6.1 kilograms. See
Gen. Leslie R. Groves, Memorandum to the Secre-
tary of War, 18 July 1945, reprinted as Appendix P
in Martin Sherwin, A World Destroyed (New York:
Knopf, 1975). The bare-sphere critical mass for 93
percent HEU metal is roughly three times the bare-
sphere critical mass for delta-phase weapon-grade
plutonium.

% The world stockpile of separated plutonium is
roughly 500 metric tons (roughly half civilian and
half military); the world stockpile of HEU is in

the range of 1,400-2,000 tons (all but a few percent



percent of these stockpiles going missing
could cause a global catastrophe.

Could a terrorist group deliver a bomb

to Washington, New York, or other ma-
jor cities around the world? Here, too,
unfortunately, the answer is “yes,” they
probably could. If stolen or built abroad,
a nuclear bomb might be delivered to the
United States, intact or in ready-to-as-
semble pieces, by boat or aircraft or truck.
The length of the border, the diversity of
means of transport, the vast scale of legiti-
mate traffic across national borders, and
the ease of shielding the radiation from
plutonium or especially from HEU all
operate in favor of the terrorists. Building
the overall system of legal infrastructure,
intelligence, law enforcement, border and
customs forces, and radiation detectors
needed to find and recover stolen nuclear
weapons or materials, or to interdict these
as they cross national borders, is an ex-
traordinarily difficult challenge.®

What would happen if terrorists set off
a nuclear bomb in a U.S. city? Here, the

of which is military). See International Panel on
Fissile Materials, Global Fissile Material Report 2007
(Princeton: IPFM, 2007, available as of 28 March
2008 at http://www.fissilematerials.org/ipfm/
site_down/gfmr07.pdf). The separated plutonium
total includes both weapon-grade and reactor-
grade plutonium. Reactor-grade plutonium is also
weapons-usable. For a detailed unclassified official
statement on this point see U.S. Department of
Energy, Office of Arms Control and Nonprolifera-
tion, Nonproliferation and Arms Control Assessment
of Weapons-Usable Fissile Material Storage and Excess
Plutonium Disposition Alternatives, DOE/NN-0007
(Washington, D.C.: DOE, 1997; available at http://
www.osti.gov/bridge/servlets/purl/425259-CXr7Qn/
webviewable/425259.pdf as of 13 May 2008), pp.
37-39.

% For a useful discussion emphasizing the ease with
which terrorists might follow different pathways

to deliver their weapon, see Allison, Nuclear Terror-
ism: The Ultimate Preventable Catastrophe. For a more
optimistic view of the potential of these parts of a
defensive system, see Levi, On Nuclear Terrorism.

answers are nothing short of terrifying.”
A bomb with the explosive power of
10,000 tons of TNT (that is, 10 “kilotons,”
somewhat smaller than the bomb that
obliterated Hiroshima), if set off in mid-
town Manhattan on a typical workday,
could kill half a million people and cause
roughly $1 trillion in direct economic
damage.*® No capability is yet available
to provide medical care for hundreds of
thousands of burned, injured, and irra-
diated people in any reasonable period
of time.* Terrorists—either those who

% For an excellent overview of the demands of “The
Day After” such an attack, see Ashton B. Carter,
Michael M. May, and William J. Perry, The Day Af-
ter: Action in the 24 Hours Following a Nuclear Blast

in an American City (Cambridge, Mass.: Preventive
Defense Project, Harvard and Stanford Universities,
2007; available at http://belfercenter.ksg.harvard.
edu/publication/2140/ as of 18 June 2008).

% See Matthew Bunn, Anthony Wier, and John Hol-
dren, Controlling Nuclear Warheads and Materials: A
Report Card and Action Plan (Cambridge, Mass., and
Washington, D.C.: Project on Managing the Atom,
Harvard University, and Nuclear Threat Initiative,
2003; available at http://www.nti.org/e_research/
cnwm/cnwm.pdf as of 28 March 2008), pp. 15-19.
This was a rough estimate based on a relatively
crude analysis. A number of more detailed analy-
ses of the effects of a terrorist nuclear weapon

in a U.S. city are available, though a surprising
number of them either envision a bomb going off
in an area with much lower population density
than mid-town Manhattan, or envision the bomb
being detonated at night (when the populations at
the center of most cities are far lower, but easier to
get information about from the U.S. census). For a
recent official government analysis of such an event
in Washington D.C,, see, for example, U.S. Home-
land Security Council, National Planning Scenarios:
Version 20.1 Draft. Recent detailed non-government
analyses include Charles Meade and Roger C.
Molander, Considering the Effects of a Catastrophic
Terrorist Attack (Washington, D.C.: RAND, 2006;
available at http://www.rand.org/pubs/technical_re-
ports/2006/RAND_TR391.pdf as of 28 March 2008);
Ira Helfand, Lachlan Forrow, and Jaya Tiwari,
“Nuclear Terrorism,” British Medical Journal 324 (9
February 2002; available at http://www.bmj.com/
cgi/reprint/324/7333/356.pdf as of 28 March 2008).

¥ See, for example, Irwin Redlener, “Survival in the
Nuclear Gray Zone: Why We Have Not Addressed
Response Planning for Nuclear Terrorism —and
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committed the attack or others —would
probably claim they had more bombs
already hidden in U.S. cities (whether
they did nor not), and the fear that this
might be true could lead to panicked
evacuations of major U.S. cities, creating
widespread havoc and economic disrup-
tion. If the bomb went off in Washington
D.C,, large fractions of the federal govern-
ment would be destroyed, and effective
governance of the country would be
sorely tested, despite current planning
for continuity of government. Given the
horror of the attack, fears that more were
coming, and the possibility that the es-
sential ingredients of a nuclear bomb
could fit in a suitcase, it is very likely that
traditional notions of civil liberties and
protection against unreasonable search
and seizure would fall by the wayside.
Devastating economic aftershocks would
reverberate throughout the country and
the world —global effects that in 2005
then-UN Secretary-General, Kofi Annan
warned would push “tens of millions of
people into dire poverty,” creating “a sec-
ond death toll throughout the developing
world.”*” America and the world would
be transformed forever —and not for the
better.*!

Why We Must,” testimony to the Committee on
Homeland Security and Governmental Affairs,
U.S. Senate, 15 May 2008, available at http://hsgac.
senate.gov/public/_files/051508Redlener.pdf as of 3
June 2008. Redlener is the director of the National
Center for Disaster Preparedness at the Columbia
University Mailman School of Public Health.

“Kofi Annan, “A Global Strategy for Fighting Ter-
rorism: Keynote Address to the Closing Plenary,” in
The International Summit on Democracy, Terrorism and
Security (Madrid: Club de Madrid, 2005; available
at http://english.safe-democracy.org/keynotes/a-
global-strategy-for-fighting-terrorism.html as of 18
June 2008).

41 For a meditation arguing that such an attack
would leave the very notion of the sovereignty of
nation-states in tatters, see Stephen D. Krasner,
“The Day After,” Foreign Policy, no. 146 (January/
February 2005), pp. 68-70. Former Undersecretary
of Defense for Policy Fred Iklé has gone so far as to
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Nuclear Terrorism Risks:
The Good News

Fortunately, there is good news in this
story as well. First, there is no convincing
evidence that any terrorist group has yet
gotten a nuclear weapon or the materials
needed to make one—or that al-Qaeda has
yet put together the expertise that would
be needed to make a bomb. Indeed, there
is some evidence of confusion and lack

of nuclear knowledge by some senior al-
Qaeda operatives.*

Second, making and delivering even a
crude nuclear bomb would be the most
technically challenging and complex oper-
ation any terrorist group has ever carried
out. There would be many chances for the
effort to fail, and the cumulative obstacles
may seem daunting even to determined
terrorists, leading them to focus more of
their efforts on conventional tools of ter-
ror—as al-Qaeda appears to have done.*
Both al-Qaeda and Aum Shinrikyo appear
to have encountered a variety of difficul-
ties, demonstrating that getting a nuclear
bomb is a difficult challenge, even for
large and well-financed terrorist groups
with ample technical resources.*

Third, the overthrow of the Taliban and
the disruption of al-Qaeda’s old central

describe the threat as “annihilation from within.”
See Fred Charles 1klé, Annihilation From Within: The
Ultimate Threat to Nations (New York: Columbia
University Press, 2006), 160 p.

2In particular, both Khalid Sheikh Mohammed
and Abu Zubaydah are reported to have believed
that uranium, which is only weakly radioactive,
would be a good material for a dirty bomb—and
there have been other al-Qaeda operatives arrested
for seeking uranium for dirty bombs as well. See
discussion and sources in Bunn and Wier, “The
Demand for Black Market Fissile Material.”

4 For the most comprehensive available account of
this argument, see Levi, On Nuclear Terrorism.

4“4 Bunn and Wier, “The Demand for Black Market
Fissile Material.”



command structure certainly reduced
al-Qaeda’s chances of pulling off such a
complex operation—though that capabil-
ity may be growing again, as al-Qaeda
reconstitutes in the mountains of Paki-
stan.®

Fourth, there is now a very real debate
even among the community of violent
Islamic extremists over the moral legiti-
macy of the mass slaughter of innocents.
One of the founders of al-Qaeda, who
wrote two of the books that al-Qaeda has
long relied on for its ideological justifica-
tion for violent jihad, has written a new
book which argues that most forms of
terrorism —and particularly indiscrimi-
nate killing of bystanders —are forbidden
by Islamic law, and that violent jihad is
only permissible under very rare circum-
stances. “There is nothing that invokes
the anger of God and His wrath like the
unwarranted spilling of blood and wreck-
ing of property,” he argues.*® Al-Qaeda
was sufficiently concerned over this fron-
tal assault by one of its founders that
Ayman al-Zawahiri rushed out a 188-page
response only two months after the book
was released. Moreover, when al-Qaeda
organized an electronic question-and-
answer session with Zawahiri, many of
the questions Zawabhiri chose to answer
focused on bitter criticisms of al-Qaeda’s
killing of innocent people, and Zawahiri
was at pains to argue that al-Qaeda fight-
ers would kill innocents only when doing
so was unavoidable, quoting bin Laden as

% McConnell, “Annual Threat Assessment,” 27
February 2008. See also U.S. National Intelligence
Council, National Intelligence Estimate: The Terror-
ist Threat to the U.S. Homeland (Washington, D.C.:
Office of the Director of National Intelligence,
2007; available at http://www.dni.gov/press_re-
leases/20070717_release.pdf as of 3 August 2007).

*The new book is from Sayyid Imam al-Sharif,
sometimes known as “Dr. Fadl,” an original mem-
ber of the al-Qaeda ruling council. See Lawrence
Wright, “The Rebellion Within,” The New Yorker, 2
June 2008, pp. 37-53.

instructing al-Qaeda’s fighters to “make
sure that their operations targeting the
enemies are regulated by the regulations
of the Shari’ah and as far as possible from
Muslims.”# A nuclear bomb, of course,
is the apotheosis of indiscriminate mass
slaughter, making no distinction between
the innocent and the guilty, between
Muslims and non-Muslims. These dis-
sents are not likely to convince bin Laden
and Zawabhiri, but the more the broader
community of extreme Islamists comes to
view the nuclear level of mass slaughter
as a moral crime, the more difficult it is
likely to be for al-Qaeda to recruit experts
to help them build a nuclear bomb.

Fifth, as discussed in detail in the next
chapter, nuclear security is improving.
While there is a great deal yet to be done,
the fact is that at scores of sites in Russia,
the former Soviet Union, and elsewhere,
security is dramatically better than it

was fifteen years ago. Security upgrades
are scheduled to be completed for most
Russian nuclear warhead and nuclear
material sites by the end of 2008. HEU

is being removed from sites all around
the world, permanently eliminating the
risk of nuclear theft at those sites. An
alphabet soup of programs and initia-
tives—Cooperative Threat Reduction
(CTR), the Materials Protection, Control,
and Accounting (MPC&A) program, the
Global Threat Reduction Initiative (GTRI),
the Global Initiative to Combat Nuclear
Terrorism (GI), the International Atomic
Energy Agency’s Office of Nuclear Se-
curity, the Domestic Nuclear Detection
Office (DNDO), and many more —are each
making real contributions. There can be
no doubt that America and the world face
a far lower risk of nuclear terrorism today
than they would have faced had these ef-
forts never been begun. These programs

¥ “The Open Meeting with Shaykh Ayman al-
Zawahiri,” As-Sahab Media, 1429-2008. As-Sahab is
al-Qaeda’s media arm.
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are excellent investments in U.S. and
world security, deserving strong support;
Americans and the world owe a substan-
tial debt of gratitude to the dedicated U.S.,
Russian, and international experts who
have been carrying them out. Securing
the world’s stockpiles of nuclear weapons
and the materials needed to make them
is a big job, and a complex job, but it is a
doable one, as the progress already made
demonstrates.

Sixth, hostile states are highly unlikely

to consciously choose to provide nuclear
weapons or the materials needed to make
them to terrorist groups. Such a decision
would mean transferring the most awe-
some military power the state had ever
acquired to a group over which it has
little control, and potentially opening the
regime to overwhelming retaliation—a
particularly unlikely step for dictators or
oligarchs obsessed with controlling their
states and maintaining power.*

All of this good news comes with a crucial
caveat: “as far as we know.” The gaps

in our knowledge remain wide. Some
intelligence analysts argue that the lack
of hard evidence of an extensive current
al-Qaeda nuclear effort simply reflects
al-Qaeda’s success in compartmentalizing
the work and keeping it secret. It is a so-
bering thought that a nuclear effort might
not require a conspiracy larger than the
one which perpetrated the 9/11 attacks,
which succeeded in remaining secret—
and that Aum Shinrikyo was simply not
on the radar of any of the world’s intelli-
gence agencies until after they perpetrated
their nerve gas attack in the Tokyo sub-
ways.

*See, for example, Bunn, Wier, and Holdren, Con-
trolling Nuclear Warheads and Materials, pp. 22-23;
Matthew Bunn, “A Mathematical Model of the Risk
of Nuclear Terrorism,” Annals of the American Acad-
emy of Political and Social Science 607 (September
2006).
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Nuclear Terrorism:
What is the Probability?

So, taking the good news with the bad,
what are the chances of a terrorist nuclear
attack? The short answer is that nobody
knows. Former Secretary of Defense Wil-
liam Perry and former Assistant Secretary
of Defense Graham Allison are among
those who have estimated that chance at
more than 50 percent over the next ten
years.* In a 2006 article, I offered a math-
ematical model that provides a structured,
step-by-step way of thinking through the
problem. A set of plausible illustrative
values for the input parameters resulted
in a 29 percent 10-year probability esti-
mate—by coincidence, the same as the
median estimate of the 10-year probability
of a nuclear attack on the United States in
a survey of national security experts by
Senator Lugar’s office some years ago.”
Since there are large uncertainties in each
of those inputs, however, the real proba-
bility could well be either higher or lower.
But even if such estimates are too high

by a factor of ten, the danger of nuclear
terrorism is high enough to significantly
increase the yearly risk of death for every-
one who lives and works in downtown
Washington or midtown Manhattan,
where such a strike is most likely to occur.

Even a 1 percent chance over the next ten
years would be enough to justify substan-
tial action to reduce the risk, given the

4 Gee, for example, Allison, Nuclear Terrorism: The
Ultimate Preventable Catastrophe. For a report of Per-
ry’s estimate, see Nicholas D. Kristof, “An American
Hiroshima,” New York Times, 11 August 2004 avail-
able at http://query.nytimes.com/gst/fullpage.html
?1res=9502E7DC1F3CF932A2575BC0A9629C8B63 as
of 11 November 2008.

%0Gee Bunn, “A Mathematical Model.” The re-
sponses to Lugar’s queries are in Richard G. Lugar,
The Lugar Survey on Proliferation Threats and Re-
sponses (Washington, D.C.: Office of Senator Lugar,
2005; available at http://lugar.senate.gov/reports/
NPSurvey.pdf as of 8 July 2008).



scale of the consequences. No one in their
right mind would operate a nuclear pow-
er plant upwind of a major city that had a
1 percent chance over ten years of blowing
sky-high —the risk would be understood
by all to be too great. But that, in effect, is
what we are doing—or worse—by manag-
ing the world’s nuclear stockpiles as we
do today. The nuclear security improve-
ments and nuclear material removals that
have been accomplished in recent years—
along with the disruption of al-Qaeda’s
central command —have reduced the risk.
But the danger remains very real.

PREVENTING THE CATASTROPHE OF NUCLEAR TERRORISM
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PROGRESS IN REDUCING THE RISK OF NUCLEARTHEFT AND
TERRORISM: A QUALITATIVE ASSESSMENT

On 5 June 2008, U.S. Secretary of Defense
Robert Gates announced that he had
asked for the resignations of the Secretary
of the Air Force and the Air Force Chief of
Staff over inadequate Air Force leadership
of security and control of nuclear weap-
ons.! The resignations followed a case in
August 2007 in which a B-52 bomber had
been inadvertently loaded with nuclear
warheads and flown from North Dakota
to Louisiana, with no one noticing the
weapons were on the bomber for some 36
hours, and another incident in which the
United States inadvertently shipped radar
fuses for U.S. nuclear missiles to Taiwan,
and did not notice the error for some 18
months.?

Investigations found a long-term decline
in the Air Force’s focus on providing ap-
propriate controls for nuclear weapons,
and reportedly concluded that as many
as 1,000 sensitive nuclear weapons com-
ponents are unaccounted for.> Reviews

!See, for example, Thom Shanker, “2 Leaders
Ousted From Air Force in Atomic Errors,” New York
Times, 6 June 2008 available at http://www.nytimes.
com/2008/06/06/washington/06military.html as of
11 November 2008.

2 A detailed account of the inadvertent movement
of the six nuclear weapons, along with a review of
organizational issues that contributed to this inci-
dent, can be found in DSB, Permanent Task Force
on Nuclear Weapons Surety, Report on the Unauthor-
ized Movement of Nuclear Weapons (Washington,
D.C.: U.S. Department of Defense, February 2008,
available at http://www.fas.org/nuke/guide/usa/
doctrine/usaf/Minot_DSB-0208.pdf as of 22 June
2008). For the Taiwan episode, see, for example,
Josh White, “Nuclear Parts Sent to Taiwan in Er-
ror,” Washington Post, 26 March 2008, p. Al.

3See, for example, DSB, Report on the Unauthor-

ized Movement of Nuclear Weapons; Major General
Polly A. Peyer, chair, Air Force Blue Ribbon Review of
Nuclear Weapons Policies and Procedures (Washing-

also concluded that “most sites” where
U.S. nuclear weapons were stored in Eu-
rope would need “significant additional
resources” to meet Department of De-
fense (DOD) security requirements.* And
despite months of preparation, the unit
involved in the B-52 incident received

an “unacceptable” rating for security for
nuclear weapons in an inspection in May
2008, with one nuclear weapons guard
reportedly playing video games on his
cell phone while on duty.”

“Mistakes are not acceptable when ship-
ping and controlling” nuclear weapons
and classified parts of nuclear weapons
systems, Gates said, pledging that the
United States would maintain “complete
physical control of nuclear weapons” and
would “properly handle the associated
components at all times.”® Gates has ap-
pointed a high-level panel under former
Secretary of Defense James Schlesinger
to recommend steps to improve nuclear
security.

ton, D.C.: U.S. Air Force, 8 February 2008, available
at http://www.fas.org/nuke/guide/usa/doctrine/
usaf/BRR-2008.pdf as of 22 June 2008); and Demetri
Sevastopulo, “U.S. N-Weapons Parts Missing, Pen-
tagon Says,” Financial Times, 19 June 2008, p. 8.

4See, for example, Hans Kristensen, “USAF Report:
‘Most” Nuclear Weapon Sites in Europe Do Not
Meet Security Requirements,” FAS Strategic Security
Blog, 19 June 2008, describing portions of Peyer, Air
Force Blue Ribbon Review of Nuclear Weapons Policies
and Procedures. Kristensen has played a critical role
in bringing this report and others on related topics
to light and analyzing the key issues they raise.

5Walter Pincus, “Air Force Unit’s Nuclear Weapons
Security is ‘Unacceptable’,” Washington Post, 31
May 2008, p A3.

¢Shanker, “2 Leaders Ousted From Air Force in
Atomic Errors.”
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These events make clear that even in the
United States, which spends more on
nuclear security than any other country,
and has often taken the lead in efforts

to improve nuclear security around the
world, there is more to be done to ensure
that all nuclear weapons and materials
are effectively accounted for and secured.”
Effective nuclear security requires eternal
vigilance; without a constant struggle to
improve, a slow decline in security is the
almost inevitable result. Unfortunately, in
many other countries, there is far less evi-
dence of such vigilance than there is in the
United States.

Today, planned U.S.-funded security and
accounting upgrades for buildings with
nuclear material and sites with nuclear
warheads in Russia and the other states
of the former Soviet Union are nearing
completion (as described in detail below).
These upgrades are greatly reducing the
risk of nuclear theft, representing a major
improvement in U.S. and world security.
But they are not the end of the nuclear se-
curity story. The most important nuclear
security policy issues today have to do
with what else needs to be done—consol-
idating nuclear weapons and materials in
fewer locations, upgrading nuclear secu-
rity in other locations around the world,
building strong security cultures in which
nuclear staff do not cut corners on secu-
rity, and more. As with the problems in
the U.S. Air Force, many of these nuclear
security issues are difficult to boil down

”For recommendations on steps the United States
should take to get its own nuclear security house
in order and better position itself for interna-

tional leadership, see Matthew Bunn, “The Risk

of Nuclear Terrorism—And Next Steps to Reduce
the Danger,” Testimony to the Committee on
Homeland Security and Governmental Affairs, U.S.
Senate, 2 April 2008; and Project on Government
Oversight, U.S. Nuclear Weapons Complex: Homeland
Security Opportunities (Washington, D.C.: POGO,
2005; available at http://pogo.org/p/homeland/ho-
050301-consolidation.html as of 8 July 2008).
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into simple quantitative metrics of prog-
ress or decline.

Policymakers often ask: “how many
places with nuclear weapons or materials
in the world are insecure, and how long
would it take and how much would it cost
to fix them all?” Unfortunately, there is
no simple answer to these questions. The
answer would depend on (a) what threats
one judged these stockpiles should be
protected against—which may vary from
country to country, as the capabilities of
terrorists and thieves do; (b) the reliabil-
ity with which they should be protected
against these threats; and (c) the degree
to which that level of protection was ex-
pected to last into the future. Moreover,
the time and cost to achieve any given
level of security depends on diplomacy
and cooperation with a large number of
countries around the world where these
stocks reside; American officials can and
should set goals for when they will try to
achieve certain milestones, but meeting
those goals depends on a wide range of
factors not controlled from Washington.

Further complicating the answer, the is-
sues with nuclear warhead controls in the
U.S. Air Force are a reminder that nuclear
security is not like a light switch that can
be flicked from “oft” to “on” and will then
stay on indefinitely. Rather than an off-
on switch, nuclear security is a spectrum,
on which there is always more that could
be done, and more that could be spent,

to improve security —if the additional

risk reduced was judged to be worth the
cost and effort. No matter what security
measures are put in place, they will not be
proof against a large enough and capable
enough conspiracy, or against the collapse
or takeover of the state where the nuclear
stockpile exists. Moreover, sustaining nu-
clear security for the long haul is always
an issue; in the absence of major incidents,
attention focused on nuclear security



tends to wane over time, and new weak-
nesses arise.

Thus, helping countries install improved
nuclear security systems is a critical tool
for reducing the risk of nuclear theft and
terrorism, but it can never reduce the risk
at any given site to zero. Indeed, while
the United States or other donors can
help install equipment and provide train-
ing, many of the key elements of effective
nuclear security systems are things na-
tions must inevitably do for themselves.
External parties may have only limited
influence over such tasks as providing
appropriate numbers of well-trained,
well-equipped, well-paid, and well-mo-
tivated guards; enacting and enforcing
appropriate nuclear security rules; and
ultimately committing to reduction, con-
solidation, or elimination of the stockpiles
themselves. For these reasons, the word
“secured,” so often used in U.S. govern-
ment press releases, should be banished
from the nuclear policy vocabulary as a
description of what particular security
upgrade programs have accomplished; it
conveys a sense—however unintended —
that there is no longer any need to worry
about the sites so described, and that this
will be true indefinitely.®

Ideally, one would like to measure the
actual risk of nuclear theft and terrorism;
whether that risk is increasing or decreas-
ing; and by how much. Unfortunately,
no method exists to assess these risks di-

8 The National Nuclear Security Administration
(NNSA) has recently stopped using buildings “se-
cured” for its formal presentations of its progress
metrics, substituting the less misleading measure of
buildings where upgrades have been “completed”.
See U.S. Department of Energy, FY 2009 Congres-
sional Budget Request: National Nuclear Security
Administration, vol. 1, DOE/CF-024 (Washington,
D.C.: DOE, 2008; available at http://www.cfo.doe.
gov/budget/09budget/Content/Volumes/Volumela.
pdf as of 9 June 2008), p. 497. To date, however,
NNSA press releases and speeches still refer to the
buildings they have “secured.”

rectly. Hence, all the measures of progress
the U.S. government uses to track these ef-
forts, and all the measures I discuss in this
report, can only be approximate indicators
of progress in addressing one part of this
multi-faceted problem. Indeed, too great
a focus on particular metrics can lead to
“goal displacement,” in which managers
focus on doing a lot of whatever activity is
captured by the metric, without thinking
more broadly about whether other ap-
proaches might do more to reduce the risk
they are supposed to be addressing.” As
the saying goes, “you get what you mea-
sure.”

Moreover, the numerical measures re-
ported by the government, and those used
in this report, leave out many essential
elements of the nuclear security picture.
Abuilding may have excellent barriers
and detectors installed, but are the guards
at that building easily corrupted to look
the other way? Do the staff turn those
intrusion detectors off at night? What is
the chance that insiders who know how
to defeat the systems will conspire to
steal material without detection? What

is the chance of an attack by outsiders
that is larger and more capable than the
security system can cope with? Will site
managers and their superiors provide
the money and attention needed to oper-
ate and maintain these upgraded systems
indefinitely? The answers to these ques-
tions are crucial to whether the security in
place at those buildings is enough to cope
with the threat—but those answers do not
show up in easily quantifiable metrics.

As Albert Einstein is reported to have re-
marked: “Not everything that counts can

°For a useful recent consideration of the problem

of measuring progress in reducing risks, see Mal-
colm K. Sparrow, The Character of Harms: Operational
Challenges in Control (Cambridge, U.K.: Cambridge
University Press, 2008), especially Chapter 6.
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be counted, and not everything that can
be counted, counts.”!?

To try to paint a more complete picture
of progress made and steps yet to be
taken, this chapter focuses on a qualita-
tive assessment of the state of progress in
several key areas of action for preventing
nuclear terrorism. The principal focus
here is on securing nuclear stockpiles

at their source, as that offers the biggest
“bang for the buck” in reducing the risk
of nuclear terrorism. Terrorists cannot
make a nuclear bomb without the neces-
sary nuclear material, so if the stockpiles
of nuclear warheads, plutonium, and
highly enriched uranium (HEU) can be
reliably protected, nuclear terrorism can
be prevented. But once a nuclear warhead
or nuclear material is stolen from the site
where it is supposed to be, it could be
anywhere, and finding it or the terrorists
who are planning to use it is an extraor-
dinary challenge. In addition to the
chapter’s principal focus, Ialso offer brief
assessments of progress and challenges
in other elements of the effort to prevent
nuclear terrorism.

The first section below discusses what has
and has not been done to help different
countries around the world to improve
their security measures for nuclear stock-
piles. The second section discusses what
has and has not been done to consoli-
date these stockpiles to fewer locations,
achieving greater security at lower cost.
Such consolidation is a critical nuclear
security objective, for the only way to
ensure that nuclear material will never
be stolen from a particular building is to

10For further discussion of the difficulties of mea-
suring progress in improving nuclear security, and
of what threats improved nuclear security mea-
sures can and cannot address, see Matthew Bunn,
Securing the Bomb 2007 (Cambridge, Mass.: Project
on Managing the Atom, Harvard University, and
Nuclear Threat Initiative, 2007; available at http://
www.nti.org/securingthebomb as of 28 March
2008), pp. 45-64.
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ensure that there is no nuclear material
there to steal —and some facilities where
plutoniu